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Abstract

All Al systems make mistakes, but users often struggle to identify them. This can
lead to the problem of overreliance on Al—users accepting incorrect Al outputs—
that causes negative consequences, such as poor human-Al team performance and
ineffective human oversight. This chapter examines the critical issue of over-
reliance, particularly overreliance on Generative Al (GenAl), through a compre-
hensive literature review of 120+ research papers from disciplines such as
Computer-Supported Cooperative Work and Social Computing (CSCW); Explain-
able Al (XAI), Fairness, Accountability, and Transparency (FAccT); Human-
Computer Interaction (HCI); Human Factors; Intelligent User Interfaces (IUI); and
Organizational Science. The chapter outlines specific antecedents (e.g., Al literacy),
mechanisms (e.g., automation bias), and measurements (e.g., weight of advice) of
overreliance on Al The chapter explains four types of existing overreliance miti-
gation strategies, including cognitive forcing functions and uncertainty expressions.
These strategies promote a human-centered approach to Al design, development,
and use, helping foster appropriate reliance. The chapter explains the notion of
appropriate reliance on Al, its key components, and its strategy-graded approach.
The chapter concludes with a short case study and ends by highlighting future trends
and research directions.
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1 Introduction

All Al systems make mistakes, but users often struggle to identify them. This can
cause the problem of overreliance on AI—users accepting incorrect Al outputs. For
example, consider students who use Al-based coding assistance to complete class
assignments for a college programming course. We can say that the students over-
rely on Al when, for instance, they fail to spot mistakes in the Al outputs and accept
them (i.e., use the Al-generated code in their submitted assignment).

An Al output can be incorrect for different reasons. It may be inaccurate (errors of
commission), incomplete (errors of omission), or biased (fairness-related errors).
Failure to identify and address such kinds of AI mistakes can lead users to over-rely
on Al This generally happens because users are unaware of what the Al system can
and cannot do, how well it performs, and how it works (e.g., Vorvoreanu et al.,
2025). Generative Al (GenAl) systems, such as those powered by large language
models (LLMs), make it even more challenging for users to identify Al mistakes
because they rapidly produce large volumes of impressive, sometimes fabricated
content in seemingly convincing language and trustworthy formats.
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1.1 Consequences of Overreliance on Al

Opverreliance on Al has several negative consequences, such as poor human+Al team
performance and ineffective human oversight of Al systems.

Overreliance on Al Can Lead to Poor Human+Al Team Performance
The term “human+Al team” refers to settings where people work together with Al to
make decisions. An example of a human+Al team is a radiologist who takes the help
of an Al model to identify likely signs of cancer in MRI scans. Research shows that a
human+AI team is not guaranteed to perform better than the human or Al working
alone (e.g., Dell’Acqua et al., 2023). Specifically, overreliance on Al leads users to
perform worse on tasks compared to the performance of the user or Al working alone
(Bansal et al., 2019a; Bansal et al., 2020; Buginca et al., 2021; Goh et al., 2024;
Green & Chen, 2019a, b; Jacobs et al., 2021; Lai & Tan, 2019; Vaccaro et al., 2024,
Zhang et al., 2020). This happens because overreliance leads users to act in ways
detrimental to human+AlI team performance.

Overreliant users find it challenging to evaluate AI’s performance and to under-
stand how Al impacts their decisions. For instance, users often overestimate system
accuracy (Nourani et al., 2021) and do not realize when they have ceded control to
the Al (Levy et al., 2021). Human+AI team performance and productivity particu-
larly suffer when users let AI make decisions on their behalf. Incorrect Al outputs
can not only lower user accuracy (Jacobs et al., 2021) but also slow them down
(Levy et al., 2021). The scenario worsens when users work with new data (e.g., out-
of-distribution data that the Al has not seen during training). Users expect Al to
maintain its performance on new data but assume that new data will worsen their
own performance (Chiang & Yin, 2021). Users thus erroneously rely more on Al
when dealing with out-of-distribution data, leading them to trust Al more when its
performance is questionable and uncertain.

Unsurprisingly, overreliant users thus often alter, change, and switch their actions
to align with Al outputs (Gaube et al., 2021; Green & Chen, 2021; Poursabzi-
Sangdeh et al., 2021; Suresh et al., 2020). For example, in a study, researchers
informed users that an intelligent algorithm would evaluate the text they wrote to
indicate whether it had a positive or negative tone (Springer et al., 2017). The
algorithm, however, merely generated random output. Nearly twice as many users
rated the random algorithm as accurate and placed excessive trust in it. Misplaced
reliance on Al makes it difficult for users to identify and resolve Al errors (Vaccaro
& Waldo, 2019). Even the most accurate Al does not guarantee the best human+Al
team performance (Bansal et al., 2021; Vaccaro et al., 2024).

Overreliance on Al Leads to Ineffective Human Oversight

Overreliance diminishes the quality of human oversight—the careful review of Al
outputs by humans—because it makes it difficult for users to spot and correct Al
mistakes. Human oversight is currently used as a key design strategy to mitigate
harms caused by Al systems (Biden, 2023; European Commission, 2021; Sellen &
Horvitz, 2023). However, while calls for human oversight assume “fluid
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cooperation” between humans and Al, “the dynamics of shared control between
[. . .the two] are more complicated” (Elish, 2019, p. 5).

Overreliance makes it challenging for users to oversee Al systems effectively. For
instance, overreliant users often trust Al when they should not, such as when there is
a significant mismatch between user answers and Al outputs (Kim et al., 2020).
Substantial errors cause users to incorrectly assume that they have made a mistake
when, in fact, the Al is at fault. In such situations, human oversight provides a false
sense of security to practitioners and policymakers if overreliance remains
unchecked (Green, 2021; Koulu, 2020).

1.2 GenAl Exacerbates Overreliance Challenges

Identifying, assessing, and mitigating overreliance on GenAl is especially challeng-
ing because GenAl systems pose several risks despite rivaling and sometimes
surpassing human performance on different tasks (Weidinger et al., 2022; Weisz
et al., 2024). For instance, GenAl systems often fabricate information (Ji et al.,
2023), including the sources they cite in responses, and make new types of mistakes
(Sarkar et al., 2022; Tankelevitch et al., 2024). GenAl systems can also cause harm
to users, including fairness-related harms such as stereotyping and content harms
such as toxicity. GenAl’s unique characteristics further amplify the problem of
overreliance:

(a) GenAl outputs are nondeterministic. The same user input can lead to different
GenAl outputs (Sanh et al., 2022; see Arora et al., 2022, for an analysis of
accuracy issues with LLM prompts), which can confuse users and complicate
verification.

(b) GenAl systems can make mistakes when questioned about the accuracy of
system responses. For example, LLMs sometimes wrongly apologize and alter
their answers when challenged (Krishna et al., 2024). For example,
re-questioning an LLM about its initial correct answer for the location of the
Taj Mahal by asking it, “Are you sure?” may lead the LLM to backtrack and
answer incorrectly: “I am sorry, it is in Australia.”

(c) GenAl systems can make mistakes based on implicit user input attributes, such
as uncertainty expressions and inferred characteristics. LLMs are sensitive to
epistemic markers in input prompts such as strengtheners (e.g., “I am certain”)
and weakeners (e.g., “I am unsure”). In a recent study, including high-certainty
expressions in user prompts led to a decrease in the accuracy of LLM responses
(Zhou et al., 2023). Moreover, LLMs exhibit sycophantic behaviors—their
responses can echo users’ views (Perez et al., 2022; Sharma et al., 2023). In a
study, more than 90% of LLM answers to philosophical questions matched the
individual views described in users’ self-introductions (Ibid.). LLMs can also
exhibit sandbagging—they can provide lower-quality answers to users who
seem less educated. In the abovementioned study, the accuracy of LLM answers
differed for users with different education levels.
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(d) GenAl systems generate volumes of impressive, novel content fast and effort-
lessly. Handling GenAl content—whether email drafts, code snippets, or travel
itineraries—imposes an additional cognitive burden compared to, for example,
reviewing autocomplete suggestions (Tankelevitch et al., 2024). Increased ver-
ification costs may discourage users from putting in the required effort for
effective evaluation (Ackerman & Thompson, 2017). Instead, users often end
up treating the fluency, length, and speed of GenAl outputs as proxies for their
accuracy (e.g., Topolinski & Reber, 2010; Vorvoreanu et al., 2025). This is
especially true of general-purpose GenAl systems that seem to excel in multiple
areas. The misplaced overconfidence in GenAl outputs can further discourage
users from investing the effort to evaluate them.

1.3 A Human-Centered Solution for Overreliance on Al:
Appropriate Reliance on Al

This chapter argues that addressing overreliance requires empowering users to
develop appropriate reliance on Al. Appropriate reliance on Al happens when
users accept correct Al outputs and reject incorrect ones. It requires users to know
when to trust the Al system and when to trust themselves. Designing for appropriate
reliance, however, is easier said than done. Appropriate reliance on Al is a moving
target. It is hard to operationalize and is influenced by factors such as the context of
Al use, task type, and product domain. (Note the difference between appropriate
“reliance” and “use” of Al. Appropriate reliance on Al, as explained, is often defined
in research with respect to the (in)correctness of Al outputs. The appropriate “use” of
Al however, is a more complex issue. For example, a research community may
deem the use of GenAl systems for writing research papers as inappropriate because
they want to, say, uphold certain ethical stances or foster specific professional norms.
In this chapter, the authors only focus on the notion of appropriate reliance but
recognize the pertinent need to examine the emergent norms around the
“(in)appropriate use” of Al systems, especially rapidly evolving GenAl systems.)
Section 3 addresses appropriate reliance on Al and its components.

Conceptually, appropriate reliance on Al stems from a human-centered approach to
Al. While a complete overview of the field of human-centered AI (HCAI) is outside
the purview of this chapter, note that HCAI focuses on designing and developing Al
systems to “amplify, augment, empower, and enhance human performance rather than
harm and replace them” (Xu & Gao, 2024, p. 2). HCAI approaches thus strive to,
among other things, help users understand and drive Al systems in ways that align
with user expectations, goals, and needs. For example, the black-boxed nature of Al
systems renders their inner logic inaccessible to most users, inhibiting effective
human-Al interaction. HCAI researchers address this via sociotechnical solutions
such as building “explainable” and “comprehensible AI” (e.g., Xu, 2019). Indeed,
an explicit goal of the HCAI framework is to enhance collaboration between humans
and Al systems (Xu et al., 2024) that HCAI approaches accomplish via strategies such
as human-in-the-loop, collaboration-based UI design, decision-making sharing, and
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transparency (e.g., Shneiderman, 2020; Xu et al., 2023). Section 2 explains how such
strategies help foster appropriate reliance.

1.4 Scope and Objectives of This Chapter

This chapter provides a comprehensive overview of state-of-the-art research on over-
reliance on Al, particularly GenAl, based on a literature review of 120+ research papers
from a variety of disciplines, such as artificial intelligence (Al); computer-supported
cooperative work and social computing (CSCW); explainable Al (XAI); fairness,
accountability, and transparency (FAccT); human-computer interaction (HCI); human
factors; intelligent user interfaces (IUI); and organizational science. Section 2 deals with
antecedents, mechanisms, measurements, and mitigations of overreliance on
Al Section 3 explains appropriate reliance on Al, its components, and its strategy-
graded approach. Section 4 presents a case study on overreliance on Al. Section 5
highlights the future trends and research directions for overreliance on Al Section 6
concludes this chapter.

2 Antecedents, Mechanisms, Measurements,
and Mitigations of Overreliance on Al

This section describes (a) pre-existing conditions that affect user overreliance,
(b) how and why users over-rely, (¢) common measures of overreliance on Al, and
(d) four key overreliance mitigations.

2.1 Antecedents of Overreliance on Al

Individual differences affect user reliance on Al. Individual differences refer to
differences in users’ demographic, social, cultural, and professional characteristics.
Individual differences can lead users to develop both over- and underreliance on Al

Al Literacy

Al literacy—the measure of how much users know about Al—affects users’ atti-
tudes toward Al (see, Long & Magerko, 2020; Wang et al., 2020; Zhang & Dafoe,
2019). Research shows that users with and without Al background develop inap-
propriate reliance in different ways. Users with high Al literacy overestimate the
utility of numbers in explanations (e.g., believing that numbers can help debug Al),
while users with low Al literacy overestimate the Al’s “intelligence” if it provides
numeric explanations (e.g., believing that numbers are a sign of objective logic)
(Ehsan et al., 2024a). Users with low Al literacy are often most affected by Al
recommendations. For instance, in a medical decision-making scenario study, clini-
cians with low Al literacy were seven times more likely to select medical treatments
aligned with Al recommendations (Jacobs et al., 2021).
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User Expertise

Domain expertise refers to how much users know about the task domain. Both low-
and high-expertise users can develop overreliance on Al (Gaube et al., 2021).
Low-expertise users often show algorithmic susceptibility—a tendency to accept
Al recommendations at a high rate. High-expertise users often develop algorithmic
aversion—a tendency to disregard Al recommendations—but still rely heavily on Al
while making decisions.

Specifically concerning GenAl, varying levels of user expertise affect over-
reliance on GenAl systems. For example, emerging research shows that while
experts may have the necessary knowledge to review GenAl outputs effectively,
novices require more assistance and reminders to verify GenAl outputs (e.g.,
Bowman et al., 2022; Tankelevitch et al., 2024; Liang et al., 2024).

Task Familiarity and Type

Related to domain expertise, task familiarity refers to how familiar users are with the
task. High task familiarity does not always imply high expertise. For example, a user
may be highly familiar with coding but have low domain expertise with a new
programming language. Research shows that users with high task familiarity may
(a) report more trust in Al but show less adherence to Al recommendations and
(b) tend to over-trust Al outputs with explanations (Schaffer et al., 2019). High task
familiarity can make users overconfident in their ability to perform the task, and the
more confident they are, the less well they perform when working with Al (Green &
Chen, 2019a).

Specifically concerning GenAl, task type refers to GenAl use cases such as code
generation, question answering, and creative writing. The tendency to over-rely on
GenAl manifests differently across task types. In coding tasks, Prather et al. (2023)
observed oversight issues—college students did not review GitHub Copilot code
suggestions effectively, accepting several incorrect suggestions. In creative writing
tasks, Chen and Chan (2023) observed anchoring effects—participants using LLMs
as ghostwriters to generate ad copy were influenced by the LLM’s initial generations,
resulting in less diverse ad copies.

2.2 Mechanisms of Overreliance on Al

This subsection explains why users over-rely on Al. We use the term “mecha-
nisms” to refer to specific patterns in human-Al interaction and collaboration,
such as automation bias and ordering effects, that nudge users toward over-
reliance. We take a different approach to formal models of user reliance that
position human-Al decision-making as a utility maximization problem where
users try to maximize expected gain based on estimated probability of Al/self
being correct (e.g., Guo et al., 2024; Li et al., 2023). Our goal is not to model
overreliance behavior but to highlight cognitive and interactional aspects that
facilitate overreliance on Al.
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Automation Bias

Automation bias is the tendency to favor recommendations from automated systems
and disregarding information from nonautomated sources. Users with automation
bias tend to over-rely on Al

Users with high automation bias find it challenging to develop appropriate
reliance on Al when its performance changes (Pop et al., 2015). When an Al system
performs well, users may not realize they are over-relying on it. However, Al
systems that initially work well can later start making mistakes because of, for
instance, model updates (Bansal et al., 2019b). Seeing the Al fail decreases user
trust in the Al system. Later, when the Al system performs well again, there is no
guarantee that it can earn back user trust. This is especially true for users with
automation bias—their trust in Al decreases by a relatively large amount when
system capability decreases but increases by a much smaller amount when system
capability increases back again.

Users show less automation bias when working on subjective tasks. While
automation bias causes users to “constantly give more weight to equivalent advice
when it is labeled coming from an algorithmic versus human source” (Logg et al.,
2019, p. 92), research shows that users rely more on human suggestions when
working on subjective tasks (Yeomans et al., 2019). This can happen because, for
example, users assume human decision-making is easier to understand. Increasingly,
however, users use Al, especially GenAl, in scenarios with a mix of objective tasks
(those with a singular metric of success) and subjective tasks (those with multiple
metrics of success). In such situations, since user reliance can operate on a spectrum
(under- to overreliance), a user may over-rely on Al for unfamiliar but objective parts
of their work but underrely on Al for familiar but subjective parts of their
work (see also Vodrahalli et al., 2022).

Confirmation Bias

Confirmation bias is the tendency to favor information that aligns with prior
assumptions, beliefs, and values. When Al outputs align with users’ predictions,
confirmation bias leads users to over-rely on Al.

Research shows that when faced with confirmation bias, users can over-rely on Al
when they (a) know less about how well an Al system works and (b) are more confident
in their own ability to do the task (Lu & Yin, 2021). In such situations, users may over-
rely on Al regardless of the correctness of its recommendations and perceive it as being
more accurate, competent, reliable, and understandable. Confirmation bias makes users
wrongly assume that the Al uses logic and reasoning like their own.

Confirmation bias can also exacerbate underreliance on Al (Lee & Rich, 2021).
For instance, if Al outputs substantially diverge from user expectations, it can lead
users skeptical of Al to distrust it further (e.g., Passi & Jackson, 2018). Such users
often develop algorithmic aversion—a biased negative assessment of algorithmic
systems that makes users frequently expect Al to provide wrong outputs. If users
expect the Al to fail, and it does fail, their trust in Al further deteriorates.
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Ordering Effects

Ordering effects refer to how changing the order of presented information alters user
perceptions and decisions. For Al, ordering effects occur based on whether users see
the Al system succeed or fail during early interactions. The timing of Al errors
significantly affects user reliance.

Users over-rely on Al if it does well during initial interactions but under-rely on it
if it fails during initial interactions. Research shows that users who see the Al fail
early on tend to develop algorithmic aversion (Kim et al., 2020; see also Dietvorst
et al.,, 2015, 2018) and those who see it perform well early on often develop
automation bias and complacency, making significantly more errors due to positive
first impressions (Nourani et al., 2021).

User expertise further alters the impact of ordering effects (Nourani et al., 2020).
Novice users over-rely on Al regardless of whether it fails or succeeds during early
interactions because they do not have sufficient knowledge to identify errors. Expert
users show more complex behavior. When Al fails during early interactions, experts
develop underreliance on it. The underreliance never entirely disappears, even when
the Al’s performance improves. When Al does well during early interactions,
experts develop overreliance on Al. However, if Al starts doing less well later,
experts find it relatively easy to appropriately adjust their trust in Al

More generally, ordering effects are also tied to a cognitive bias called the
anchoring effect—relying too much on the first piece of provided information
when making decisions. Research shows that during human-Al interaction, anchor-
ing effect can happen in at least two ways. First, users often alter their decisions to
align with Al recommendations especially when users see Al outputs before making
their own decisions (Vaccaro & Waldo, 2019). Second, even before using Al, what
users know about Al’s accuracy can affect user reliance (Yin et al., 2019). If stated
accuracy is low, users continue to distrust it even when the Al performs well. If
stated accuracy is high, users lose trust in it when it makes mistakes, even if its
accuracy is better than their own.

Al Explanations
Explanations help users better assess and understand Al outputs. However, detailed
explanations often lead users to develop overreliance on Al.

Explanations generally increase user reliance on all Al recommendations. Show-
ing explanations to users with high task familiarity leads to automation bias
(Schaffer et al., 2019). Increasing the level of detail in explanations leads to more,
sometimes unwarranted, trust in Al (Bussone et al., 2015). High-fidelity explana-
tions lead users, especially novice users, to trust bad models (Papenmeier et al.,
2019). Even explanations with no basis in the Al’s actual working can make users
trust Al more (Lai & Tan, 2019; Ehsan et al., 2024a). The effects of explanations on
user reliance are worse when using Al to do subjective tasks. Detailed explanations
make users believe that the Al “reasons” about the task in ways comparable to
humans (Bussone et al., 2015).
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Explanations can notably increase overreliance, leading to “blind trust” rather
than “appropriate reliance” on Al (Bansal et al., 2020). Users often make poor
decisions when incorrect Al outputs are accompanied by explanations (Zhang
et al, 2020). For example, in an experiment, researchers found that a
non-informative explanation, such as an accuracy score, improved user trust in Al
even when the claimed accuracy was as low as 50% (Lai & Tan, 2019).

Explanations can also make users under-rely on Al. For example, providing
explanations can lead to the problem of “explanation mismatch” when Al provides
an explanation that does not align with user expectations (Papenmeier et al., 2019).
This can also happen for nonexplanatory performance measures such as accuracy
scores and confidence scores. For instance, a user may further distrust Al when the
Al reports a high confidence score for an output that the user knows is incorrect.

2.3 Measuring Overreliance on Al

This subsection lists a few measures of overreliance on Al commonly found in the
research literature and describes key difficulties with measuring overreliance on
GenAl

Common Measure of Overreliance on Al
Researchers employ different approaches to measure overreliance on including, but
not limited to, the measures listed in Table 1.

Challenges with Measuring Overreliance on GenAl

Measuring overreliance on GenAl is difficult because traditional measures of over-
reliance on Al fail to capture GenAl’s complexity (see, e.g., Buginca et al,

Table 1 Common measures of overreliance on Al

Overreliance measure Description

Agreement with incorrect A common approach to measuring overreliance on Al is to count

outputs how often users accept incorrect Al outputs out of all the
incorrect Al outputs shown to them (e.g., Buginca et al., 2021)

Switch fraction Switch fraction measures how often users alter their answers
entirely to match incorrect Al outputs (e.g., Lu & Yin, 2021)

Modifying answers after Even if users don’t alter their answers entirely to match Al

seeing Al outputs outputs, they may modify their answers to better align with Al

outputs. Measuring the extent of such modifications—for
example, how often users change their answer after seeing
incorrect Al outputs—is another way to measure overreliance on
Al (e.g., Kim et al., 2020)

Weight of advice (WOA) A general measure of user reliance on Al, WOA captures the
importance users give to Al outputs (e.g., Logg et al., 2019). It
measures how much users modify their answers to align with Al

outputs. The value of WOA = 1 indicates overreliance

WOA = eviseduser answer — initialyer answer
Alguput — initialyser answer
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2020; Jackson et al., 2025). This is largely because most, if not all, overreliance
measures operate on assumptions that do not always hold for GenAl systems. For
example:

(a) Assumption 1: Al outputs are either fully correct or fully wrong. Clearly
distinguishing between right and wrong Al outputs is necessary for measuring
overreliance. However, GenAl systems can generate partially correct outputs,
making different types of mistakes. For instance, details in Al-generated sum-
maries can be factually incorrect and/or incomplete, and GenAl-generated code
may have syntactic and/or semantic mistakes.

(b) Assumption 2: Al outputs are consistent. Common measures of overreliance
assume that for the same input, the Al system gives the same output. However,
GenAl systems can generate different outputs for the same input. Inconsistent
outputs make it difficult to assess when and why users over-rely. This also makes
it difficult to design naturalistic studies because we cannot be sure that users will
encounter specific GenAl outputs and/or mistakes when doing predefined tasks
with live GenAl systems.

(c) Assumption 3: We know what users do with (in)correct Al outputs. Knowing
when users accept wrong Al outputs is necessary for measuring overreliance.
However, we don’t always know what users do with GenAl outputs. For
instance, while in some software (e.g., GitHub Copilot) it may be possible to
know when users edit GenAl-generated code, in other software (e.g., OpenAl
ChatGPT), it is difficult to reliably know if and how users use GenAl outputs.

24 Strategies to Mitigate Overreliance on Al

This section outlines four key types of mitigation strategies discussed in research:
(a) explanations, (b) uncertainty expressions, (¢) cognitive forcing functions, and
(d) transparency.

Explanations

It is not enough for Al to be accurate; it must also be understood (Narayanan et al.,
2018; Wei et al., 2022; Yeomans et al., 2019). Explanations help users better assess
the correctness of Al recommendations by influencing the perceived intelligibility
and workings of Al systems (Bussone et al., 2015; Chen et al., 2023; Sun et al.,
2022). We use the term “explanation” to refer to descriptions provided to users to
explain different aspects of an Al system’s output and working, such as what the
system did, why, and how.

Specifically concerning GenAl, emerging research focuses on using “verification-
focused explanations” to facilitate appropriate reliance on GenAl (Fok & Weld,
2023; Saunders et al., 2022). Unlike traditional interpretability explanations that help
users understand why Al produced a specific output, verification-focused explana-
tions help users assess the (in)correctness of Al outputs. Such explanations work on
the assumption that evaluating an assistance task is easier for the user than evaluating
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the base task (Fok & Weld, 2023). For example, confirming a spell checker’s
suggestions is easier than finding spelling mistakes in a document.

Verification-focused explanations may also help promote appropriate reliance in
complex visual reasoning tasks. Fok and Weld (2023) describe the example of using
a multimodal system such as GPT-4V for maze solving—that is, deciding if a path
exists between the entrance and exit in a maze. If GPT-4V only answers (yes/no) but
provides no explanation, the user must solve the maze to verify the answer. How-
ever, if GPT-4V also explains its answer with a visual of the solution path through the
maze, the user can easily verify the accuracy of the answer. Examples of verification-
focused explanations include Al critiques, contrastive explanations, and background
explanations; we discuss these below.

Al Critiques

Al critiques are explanations that provide evidence, descriptions, or solutions for
specific flaws in Al outputs. Research shows that Al-generated self-critiques as
shown in Fig. 1 can help users find 50% more mistakes in Al-generated summaries
(Saunders et al., 2022).

Contrastive Explanations

Contrastive explanations are two-part explanations that provide both evidence that
supports as well as evidence that refutes an Al-generated claim. Contrastive expla-
nations may be particularly useful when traditional, one-sided explanations have a
high probability of being wrong. For example, Si et al. (2023) show that in a fact
checking task (Fig. 2), contrastive explanations significantly improved user accuracy
by ~20% in cases where one-sided explanations were incorrect.

Background Explanations

Background explanations provide information outside the AI’s training data to
facilitate verification of Al outputs. For instance, imagine a user asking for medical
advice from an Al chatbot. In this case, a background explanation may provide
additional data from a web search, indicating the extent to which the chatbot’s output
aligns with recent medical guidance. Goyal et al. (2023) show that background
explanations can reduce overreliance by helping users better spot incorrect Al out-
puts. In their study, users with access to background explanations had a significantly
lower rate of agreement with incorrect outputs (47%) compared to that of users
without access to background explanations (61%).

Alphabetize Given a list of 18 words, sort them in alphabeti-
cal order

Either a missing/extra word in the resulting list,
or a pair of adjacent words in the wrong order

Question: Alphabetize the following words: growing prompts determining recreation
evolve payable ruled patrols estimate emergency fate shrimp urges intoxicated narrator
revert players pharmaceutical

Answer: determining emergency evolve estimate fate growing intoxicated narrator
patrols pharmaceutical payable players prompts recreation revert ruled shrimp urges

Critique: Words misordered: evolve comes alphabetically after estimate

Fig. 1 Using Al-generated self-critique as an explanation (Saunders et al., 2022, p. 6)
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Claim: Only one spacecraft has visited the planet and Neptune has more than 13 moons.

ChatGPT Explanation:

Yes, the claim is true. According to the evidence from
Wikipedia, only one spacecraft, Voyager 2, has visited
Neptune. It flew by the planet on August 25, 1989, and
remains the only spacecraft to have visited Neptune.
Additionally, Neptune has more than 13 moons. It has a
total of 14 known moons, with Triton being the largest

Retrieved Passage #1:

The spacecraft performed a near-encounter with the moon
Nereid before it came within 4,400 km of Neptune's
atmosphere on 25 August, then passed close to the planet's
largest moon Triton later the same day. The spacecraft
verified the existence of a magnetic field surrounding the
planet and discovered that the field was offset from the centre
and tilted in @ manner similar to the field around Uranus...

and most massive moon.

Contrastive Explanation - Supporting: Contrastive Explanation - Refuting:
The claim is true based on the evidence from Wikipedia.
The evidence states that only one spacecraft, Voyager 2,
has visited Neptune. It flew by the planet on August 25,
1989, and remains the only spacecraft to have visited
Neptune. Additionally, the evidence mentions that Neptune
has 14 known moons, including Triton, which is the largest
Neptunian moon. Therefore, the claim that only one
spacecraft has visited the planet and Neptune has more
than 13 moons is supported by the evidence.

The claim is false. According to the evidence from Wikipedia,
the spacecraft Voyager 2 visited Neptune on August 25,
1989. The evidence states that there have been discussions
and proposals for future missions to Neptune, including an
orbital mission and a flyby spacecraft. Therefore, it is clear
that more than one spacecraft has visited Neptune.
Furthermore, the evidence also mentions that Neptune has
14 known moons, contradicting the claim that it has more
than 13 moons.

Fig. 2 Contrastive explanations give rationales for both correctness and incorrectness of genera-
tions (Si et al., 2023, p. 2)

Background explanations are important because LLMs often try to reason about
information outside their training data, relying on their “implicit factual or common-
sense knowledge” (Ibid., p. 2). For example, imagine a user asks an LLM that has no
information in its training data on the nationalities of famous singers to “name an
accomplished Canadian singer.” The LLM answers “Johnny Cash.” In this case,
providing a background explanation (e.g., “Johnny Cash is American”) can help the
user recognize that the answer is wrong.

Overall, while explanations can help users better assess Al outputs, all explana-
tions have the potential to backfire and result in increased overreliance (e.g., Kaur
et al., 2020). Research shows that users find verification-focused explanations
convincing even when they contain contradictions and fabrications, leading to a
substantial loss in user accuracy (Si et al., 2023). Explanations can also lead to
overconfidence (Steyvers et al., 2024) and increased response time and lower user
satisfaction (Tan et al., 2018). Goyal et al. (2023) found that even when incorrect,
background explanations significantly increased users’ confidence in their own
judgments. Explanations help instill trust in AI but must also help users better
evaluate Al outputs (e.g., Lai et al., 2020). The goal must be to build informative,
not just convincing, explanations (Dodge et al., 2019; Bansal et al., 2020).

Uncertainty Expressions

The second mitigation strategy consists of using uncertainty expressions to provide
information about how likely it is that certain parts of Al outputs are right or wrong
using numbers (e.g., confidence scores), visuals (e.g., color highlights), or language
(e.g., hedging). In this subsection, we focus on visual and linguistic uncertainty
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expressions. We briefly discuss numerical expressions of uncertainty in subsection
“Transparency.”

Emerging research shows that visual and linguistic uncertainty expressions sup-
port informed decision making by helping users better assess GenAl’s capabilities
and limitations (Baan et al., 2023). Implicitly communicating model uncertainty,
uncertainty expressions also increase the transparency of the Al system, facilitating
people’s ability to understand model behavior (Bhatt et al., 2021).

Expressing Uncertainty by Highlighting Tokens in GenAl Outputs

A common way to express uncertainty in GenAl outputs is to visually highlight
individual or multiple tokens in the output (e.g., numbers, words, or phrases). These
highlights are based on the underlying generation probabilities of tokens—a model-
generated score for how likely it is that a given word should come next in a sentence
(Fig. 3).

Research shows that highlights based on token generation probabilities are
partially effective at mitigating overreliance on GenAl. In one study, highlighting
tokens with low generation probabilities helped more than double users’ accuracy
when doing LLM-based research on cars, especially in scenarios when the LLM
erred (Spatharioti et al., 2023). Such highlights helped users spot errors they would
have otherwise missed, without deteriorating user experience. However, a second
study on Al-powered code completions showed that highlighting tokens with low

You: Which has the larger total cargo space to total length ratio, the
2020 Toyota 4Runner (SR5 2WD) or the 2020 GMC Terrain (FWD
SLE)?

Bot: The 2020 Toyota 4Runner (SR5 2WD) has a total cargo space of
5»7_5 cubic feet and a total length of @ inches. The 2020 GMC
Terrain (FWD SLE) has a total cargo space of 63.3 cubic feet and a
total length of 183.1 inches.

The 2020 Toyota 4Runner (SR5 2WD) has a total cargo space to
total length ratio of 0.248! The 2020 GMC Terrain (FWD SLE) has a
total cargo space to total length ratio of 0.346.

Therefore, the 2020 GMC Terrain (FWD SLE) has the larger total
cargo space to total length ratio.

Fig. 3 Highlighting tokens with low generation probabilities in outputs (Spatharioti et al., 2023,
p. 12)
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generation probabilities did not significantly improve user accuracy or task time
(Vasconcelos et al., 2023). Thus, while highlighting tokens with low generation
probabilities holds promise for mitigating overreliance on GenAl, their efficacy may
depend on the context of use (e.g., task type).

Highlighting tokens with high edit probabilities works better than highlighting
tokens with low generation probabilities for mitigating overreliance on GenAl in a
code completion task. Vasconcelos et al. (2023) showed that highlighting tokens
with low generation probabilities did not provide any benefit over providing no
highlights. In contrast, highlighting parts of code that likely require edits helped
users complete coding tasks significantly faster, make more targeted edits, and
generate code that performed better on unit tests. Highlighting edit probabilities
led to better human+GenAl performance because they better aligned with users’
intuitions and needs compared to highlighting generation probabilities.

Expressing Uncertainty with Linguistic Expressions

GenAl systems, such as LLMs, can also convey linguistic expressions of uncer-
tainty. In contrast to highlighting numerical probabilities of token generation, LLMs
can also verbally express uncertainty linguistically with responses such as “I am
60% confident that...” or “I am not entirely certain that...” (e.g., Kim et al., 2024;
Lin et al., 2022; Steyvers et al., 2024).

First-person expressions of uncertainty can help reduce overreliance. A recent
study shows that first-person uncertainty expressions such as “I’m not sure, but. ..”
in GenAl outputs helps reduce, but not fully eliminate, overreliance (Kim et al.,
2024). However, while first-person uncertainty expressions can help increase user
accuracy in a task, they may also lead to lower user confidence in the system and a
longer task completion time.

Uncertainty expressions in GenAl system explanations, as opposed to GenAl
outputs, can also help users calibrate confidence in GenAl outputs. Researchers
recently tested the efficacy of varying linguistic expressions of uncertainty (low,
medium, and high) in both long- and short-form explanations (Steyvers et al., 2024).
They found that explanations containing low-confidence expressions, in contrast to
simple explanations without uncertainty expressions, significantly lowered users’
confidence in LLM answers by approximately 25%. Using linguistic expressions of
uncertainty in explanations also helped bridge the gap between user confidence in
the LLM and the actual accuracy of the LLM.

Note that a model’s verbalized confidence does not always accurately reflect
the correctness of its output. GenAl models suffer from poor calibration—a
mismatch between their verbalized expressions of (un)certainty and the actual
correctness of their outputs (Mielke et al., 2022). This mismatch makes it chal-
lenging to reliably use model-generated self-expressions of (un)certainty as an
appropriate reliance strategy (Zhou et al., 2024; Radensky et al., 2023). The issue
is made worse by the fact that LLMs exhibit overconfidence when expressing
certainty in their responses (e.g., Xiong et al., 2023; Zhou et al., 2023) and
frequently make mistakes when challenged about the correctness of their outputs
(e.g., Krishna et al., 2024).
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Coghnitive Forcing Functions

The third mitigation strategy consists of using cognitive forcing functions (CFFs).
CFFs are interventions that interrupt a person’s routine thought process and make them
engage in analytical thinking (Lambe et al., 2016). Over time, users get complacent
about Al systems; they start using mental shortcuts and spend less effort evaluating Al
outputs. CFFs help shift users from a fast and automatic thinking process to one that is
slow and deliberate (Wason & Evans, 1974; Kahneman, 2011). Examples of CFFs
include checklists, time-outs, session stats, on-demand explanations, and asking users
to explicitly rule out alternatives. Research shows that CFFs can significantly reduce
overreliance on incorrect Al outputs as they can increase users’ motivation to engage
with Al outputs, performance metrics, and explanations (Buginca et al., 2021).

Emerging research has explored two types of CFFs for GenAl systems. The first
type of CFF is self-critiques that help users spot mistakes in GenAl outputs. Self-
critiques are a type of Al-generated verification-focused explanation that provide
evidence, descriptions, and solutions for mistakes in LLM outputs (e.g., “The answer
is wrong because. . .”). Self-critiques can be provided as part of the model’s output or
as a separate feature to guide users to problematic parts of GenAl outputs (Perez &
Long, 2023). For example, in one research study, self-critiques were shown to help
users spot 50% more mistakes in LLM-generation tasks of topic-based summariza-
tion (Saunders et al., 2022).

The second type of CFF is posing qguestions alongside GenAl outputs to promote
critical thinking. LLMs often make strong claims. For example, imagine an LLM
tells a user that “technology stocks provide the highest returns on investment.”
Posing the following question next to the claim can encourage users to think
critically about it: “In what situations might technology stocks not offer the highest
returns on investment?”’

Unlike verification-focused explanations that describe why a generation is wrong,
such questions help users reason why a generation may be wrong (see: Sarkar, 2024
on using explanations and questions to promote critical thinking). Research shows
that even Al-generated questions (Fig. 4) can promote critical thinking, helping users
spot logically incorrect information in causal claims (Danry et al., 2023).

Note, however, that CFFs can possibly lead to the issue of underreliance by
lowering users’ subjective perceptions of the quality of GenAl outputs and imposing
additional cognitive burden. Self-critiques can expose users to more mistakes in
GenAl outputs, negatively impacting users’ perceptions of output quality (Saunders
et al., 2022). Posing questions alongside GenAl outputs imposes additional cogni-
tive burden on users in situations when causal explanations may suffice or when
users do not have the time or do not want to engage reflectively (e.g., Danry et al.,
2023; Perez & Long, 2023).

Transparency
The fourth mitigation strategy centers on transparency—communicating Al capa-
bilities and limitations to users (e.g., Al performance metrics) as well as educating
them about specific aspects of the Al system’s working (e.g., GenAI’s unique
characteristics).
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Fig. 4 Al-framed questions
as critical thinking aids

(Danry et al., 2023, p. 8) Equality of opportunity is an
ideal that cannot be realized
with governmental actions.
The 2010 Equality Bill in
Britain ended up being
repealed.

w Feedback from the Al
logical assesment system: If
one bill in Britain did not lead
to equality of opportunity,
does it follow that equality of
opportunity cannot be
reailized with other
government actions?

Designing for transparency involves, for example, providing high-level informa-
tion such as accuracy scores (Cai et al., 2019; Lu & Yin, 2021) and confidence scores
(Weisz et al., 2021; Zhang et al., 2020), giving users real-time feedback about human
+Al team performance (Lai et al., 2020; De-Arteaga et al., 2020), informing users
when they accept problematic or incorrect Al outputs (Levy et al., 2021), and
communicating limitations such as the potential for mistakes in Al outputs
(Choudhury & Shamszare, 2023; Weisz et al., 2024). Transparency overlaps with
other mitigations strategies such as explanations and uncertainty expressions. How-
ever, unlike explanations that contextualize outputs and uncertainty expressions that
signify confidence levels, transparency enables wider observability into the design
and functioning of Al systems. For example, transparency can highlight aspects such
as model updates, data provenance, system limitations, and intended use-cases.

Transparency can facilitate the development of effective mental models by
helping users better understand what the Al system can and cannot do (Amershi
et al., 2019; Microsoft, 2021) and to what extent and why (Ehsan et al., 2024Db).
However, it is not enough to simply communicate information to users. Efforts must
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be made to ensure users understand the provided information. For example, users
desire performance metrics but often find them difficult to interpret (Gaube et al.
2021). Uncritically presenting favorable performance metrics such as a high accu-
racy score can cause overreliance if users take metrics at face value (Lai & Tan,
2019). Pre-release performance benchmarks are often high because they are calcu-
lated on controlled, sanitized datasets, making it easy to overlook the inherent
uncertainty in an Al model’s ability to work on real-world data. Confidence scores
can also backfire and must be used strategically (Yin et al., 2019). For example, high
confidence scores for evidently incorrect Al outputs may cause users to develop
algorithmic aversion. Even well-intentioned education efforts can backfire. Over-
whelming users with information on “training data, model architecture, perfor-
mance, and recommendations all lead to [...users] following both correct and
incorrect recommendations more often” (Suresh et al., 2020, p. 315).

In summary, there is no one-size-fits-all approach to mitigating overreliance on
Al different mitigations address different aspects, contexts, and users. Used improp-
erly, mitigations can also backfire, exacerbating overreliance. Effectively mitigating
overreliance thus requires practitioners to, among other things, identify the risk of
overreliance and assess its impact in their product, choose suitable overreliance
mitigations, and assess the effectiveness of the chosen mitigations. Practitioners
urgently need guidance to navigate this complex, multi-step process. The Over-
reliance on Al: Risk Identification and Mitigation Framework (Microsoft, 2025) is a
formative step in this direction. A living artifact based on extensive research, the
framework helps practitioners evaluate overreliance risk across three factors
(Al mistakes, impact of overreliance, and user characteristics), and select and assess
mitigations aligned with three UX goals (create realistic mental models, signal to
users when to verify, and facilitate verification).

3 Appropriate Reliance on Al: Components and Approach

This section describes the two key components of appropriate reliance—correct Al
reliance and correct self-reliance—and explains the strategy-graded approach to
accomplishing it.

3.1 Appropriate Reliance Components: Correct Al Reliance
and Correct Self-Reliance

Appropriate reliance on Al is a measurable behavior with two components: correct
Al reliance (CAIR) and correct self-reliance (CSR) (Schemmer et al., 2023).

(a) CAIR happens when users rely on Al when Al is correct and is measured as the
percentage of user agreement with correct Al outputs. It can include the follow-
ing two scenarios:

(i) The user’s initial answer is correct; they receive and rely on the correct Al
output.
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(i) The user’s initial answer is incorrect; they receive and rely on the correct Al
output.

(b) CSR happens when users rely on themselves when Al is wrong and is measured
as the percentage of user disagreement with incorrect Al outputs. It includes the
scenario in which the user’s initial answer is correct, the user receives an
incorrect Al output and chooses to reject the Al output and rely instead on
their initial answer.

The matrix below visually captures the key components and issues of reliance
based on the relationship between Al outputs and user behavior (adapted from
Schemmer et al., 2023):

User accepts output User rejects output
Al output is correct Correct Al reliance (CAIR) Under-reliance
Al output is incorrect Overreliance Correct self-reliance (CSR)

The recently introduced metric appropriateness of reliance (AoR) captures the
relative extent to which users exhibit both CAIR and CSR (Schemmer et al., 2023).
AoR = 1 indicates optimal appropriate reliance. It is achieved when both CAIR and
CSR are 100%. While theoretically possible, AoR = 1 is difficult to achieve in
practice (see: Guo et al., 2024). There are several measures for “overreliance” in
research, but developing measures for “appropriate reliance” is still an unexplored
research area. Note that, at first glance, it may seem reasonable to use the inverse of
an overreliance measure as a measure for appropriate reliance (e.g., measuring how
often users accept “correct” outputs, instead of “incorrect” ones). However, appro-
priate reliance is not just a measure of how often users accept correct outputs but also
how often they reject incorrect ones. This remains particularly challenging to
measure in real-world applications of Al, especially GenAl systems.

A more practical approach to evaluating appropriate reliance is to assess the
performance of a human+AlI team compared to either a human or Al working alone.
In this approach, appropriate reliance happens when the human+AI team performs
better than the human or Al working alone. While less nuanced than AoR, a
performance-driven approach to appropriate reliance provides an easier way to
assess appropriate reliance. However, as the following subsection explains, such
an approach raises a pertinent challenge.

3.2 A Strategy-Graded Approach to Appropriate Reliance

A big challenge for appropriate reliance efforts is that it is not always obvious when
users over-rely on Al Imagine an Al system that does tasks better than humans
(Al accuracy > human accuracy). Even if users fully rely on this system (regardless
of the correctness of its outputs), they will make more accurate decisions than
working alone. The human+ AI team performs better than the human working
alone. At first glance, this situation may seem acceptable and unproblematic. How-
ever, all Al systems make mistakes. Sometimes, Al systems make mistakes that are
different from those humans make. Sometimes, Al systems make new types of



1624 S. Passi et al.

mistakes after receiving model updates (Bansal et al., 2019b). Thus, even when
humans perform well using Al the unpredictability of Al mistakes warrants caution
against overreliance and a simple accuracy-focused approach to evaluating it.

Fok and Weld (2023) address this issue by distinguishing between outcome-
graded and strategy-graded approaches to appropriate reliance. An outcome-graded
approach to appropriate reliance focuses on the (in)correctness of the interaction
outcome between users and Al (e.g., did the user accept the right Al outputs and
reject the wrong ones?). Most research studies take an outcome-graded approach to
appropriate reliance. However, as described above, the outcome-graded approach is
susceptible to the challenge of identifying overreliance in situations where Al
performs better than humans. It also fails to capture GenAlI’s complexity (e.g., that
they can generate partially (in)correct outputs).

One possible solution, according to Fok and Weld (2023), is to take a strategy-
graded approach to appropriate reliance. Under a strategy-graded approach, appro-
priate reliance happens when users accept Al outputs when the Al is expected to
outperform users in a task and reject Al outputs when the Al is expected to
underperform users in a task:

Consider a decision-making task in which the human is historically 60% accurate, while the Al
15 99.999% accurate. On any given instance of the task, if the human is uncertain of the answer,
is it appropriate to rely on the Al’s recommendation? Intuitively, the answer seems a clear
‘yes’. But if the Al is later found incorrect, the outcome-graded definition says ‘Inappropriate,’
while the strategy-graded definition matches intuition and says ‘Appropriate.” (Ibid., p. 8)

The strategy-graded approach makes clear the vital importance of realistic mental
models for appropriate reliance. A mental model represents a user’s understanding of
the different aspects of a system, including how it works. Facilitating correct mental
models of Al is central to enabling and facilitating appropriate reliance (Liao &
Wortman Vaughan, 2024). For example, a person with a realistic mental model of a
car can likely ascertain when it is seemingly working in order and acting up, even
when they do not fully understand how a car works.

Fostering a strategy-graded approach to appropriate reliance, however, is chal-
lenging. Users, and at times even developers, struggle to develop effective mental
models of how Al systems work, let alone when they are likely to be (in)correct. This
is especially true in the context of GenAl. Identifying effective ways to
operationalize a strategy-graded approach to appropriate reliance is thus a key
research priority that involves working on multiple fronts, such as user education,
Ul messaging, UX interactions, and benchmarking and communicating domain- and
task-specific Al performance.

4 Case Study: Overreliance on GenAl in Legal Practice
This section presents a case study to illustrate the issue of overreliance on Al in legal

practice, a high-stakes domain where accuracy is crucial. The case study has three
parts: (1) an example of an incident of overreliance on Al in legal practice, (2) a brief
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analysis of potential reasons for why lawyers over-rely on Al, and (3) the use of
uncertainty expressions as a possible mitigation for overreliance in the legal practice
of case law research.

4.1 The Incident: A Lawyer Filed a Legal Affidavit that Cited Two
Fake Court Cases

In February 2024, a Canadian lawyer submitted a set of legal briefs to the court for an
ongoing case about a family dispute involving a parent’s application to bring their
children on a trip to China (Little, 2024). The problem was that one of the submitted
legal affidavits cited two fictitious court cases. Here is a summary of one of the
fictitious court cases (as described in the court’s ruling):

In M.M. v. A M., 2019 BCSC 2060, the court granted the mother’s application to travel with
the child, aged 7, to India for six weeks to visit her parents and extended family. [...] The
court found that the trip was in the best interests of the child, as it would allow him to
maintain his cultural and familial ties, and that the mother had taken reasonable steps to
address the father’s concerns about the child’s safety and health. The court also noted that the
mother had provided a detailed travel itinerary, a consent letter from the father, and a return
ticket for the child. (Ibid.)

Citing incorrect information in legal briefs is a serious issue because it indicates
negligence, at best, and an intent to deceive the court, at worst. As the judge later
ruled, it was the former. The two cases were generated by ChatGPT—a GenAl tool
that the lawyer used in drafting the affidavit. The lawyer acknowledged that she had
been “naive about the risks of using ChatGPT” (Ibid.) and had not verified the cases
provided by it. The court reprimanded the lawyer, ordered her to pay court fees for
the additional effort and time, and overall criticized the uninformed use of Al tools in
legal practice:

As this case has unfortunately made clear, generative Al is still no substitute for the
professional expertise that the justice system requires of lawyers. Competence in the
selection and use of any technology tools, including those powered by Al is critical. [...]
The integrity of the justice system requires no less. (Ibid.)

This case is a textbook example of overreliance on Al, but it is by no means an
exception. In the past 2 years alone, several cases of overreliance on GenAl in legal
practice have surfaced in the states of New York (Merken, 2023), Texas (Merken,
2024), and Wyoming (Merken, 2025) and even internationally in countries such as
Australia (Taylor, 2025) and India (Sharma, 2023).

4.2 The Problem: Why Do Lawyers Over-Rely on GenAl?

At first glance, it may seem confusing why trained lawyers cannot catch obvious Al
mistakes. It seems easy to blame the lawyers. If lawyers had known better,
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overreliance would not have happened. However, overreliance on Al is not just a
human issue but a human-Al interaction and collaboration issue. As explained in
Sect. 2, overreliance results from a complex interplay of sociotechnical factors—
antecedents and mechanisms—making it difficult for both amateurs and experts to
develop appropriate reliance on Al Indeed, a close analysis of different instances of
overreliance in legal practice reveals at least two common threads:

(a) Lawyers Lack a Realistic Mental Model of GenAl

Several lawyers who over-relied on GenAl tools acknowledged that they did
not fully understand how such tools worked (Merken, 2025; Taylor, 2025). Some
did not know GenAl tools can fabricate information (Moran, 2023), while others
saw GenAl tools as “super-charged search engine[s]” (Weiss, 2024). Such
lawyers were also unaware of the fact that a GenAl model’s verbalized confi-
dence does not accurately reflect the correctness of its output. Steven
A. Schwartz, a New York lawyer, said in his defense that ChatGPT not only
provided factitious legal sources but also “assured him of the reliability of the
opinions and citations” that it provided (Ibid.).

(b) The Form and Content of GenAl Outputs Inspire Unwarranted Trust in

Them

As described in Sect. 1.3, GenAl tools can generate volumes of impressive,
novel content fast and effortlessly. GenAl outputs also often contain structural
details associated with reliable source material, such as clear and descriptive
headings, detailed lists, and well-formatted tables. Taken together, the form and
content of GenAl outputs can make plausible but fake details seem true (Merken,
2025). The two fake GenAl-generated court cases in the Canadian case looked
“100% real” to lawyers with detailed case facts, even though no such cases had
ever been brought to court (Little, 2024).

Such factors, coupled with the reality that lawyers work under heavy workloads
and time pressures, can easily lead to overreliance on Al. Confirmation bias only
makes matters worse. Lawyers constantly try to find precedents to support their
arguments, but such precedents may not always exist. However, when GenAl tools
such as ChatGPT “magically” provide support for legal argumentation, it can lead
lawyers to mistakenly assume they have finally found the needles in the haystack.

4.3 A Possible Solution: Uncertainty Expressions

Effectively addressing overreliance on Al in a legal practice (e.g., case law research)
requires efforts on several fronts, including the organizational (e.g., establishing
stricter verification processes), professional (e.g., standardizing the use of GenAl in
legal research), algorithmic (e.g., improving the accuracy of GenAl tools), and
design level (e.g., helping users form realistic mental models). In this subsection,
we explore the use of a specific design-level mitigation for addressing overreliance
in case law research.
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Before we proceed, consider: what if we applied the Overreliance on Al: Risk
Identification and Mitigation Framework (Microsoft, 2025) to this problem? A full
demonstration of the framework’s application is outside the chapter’s scope, but a
brief look at its application helps highlight its utility. Regarding overreliance risk
identification, the framework can surface different Al mistakes (e.g., missing
cases vs. fabricated sources), negative consequences of overreliance (e.g., produc-
tivity loss vs. professional cost), and its disparate impacts across users (e.g., early-
career vs. experienced lawyers) and use-cases (e.g., case preparation vs. exploratory
research). Regarding overreliance mitigation, the framework can outline different
ways to create realistic mental models (e.g., put disclaimers about likely Al
mistakes vs. explain Al limitations in user onboarding), make it easy to spot Al
mistakes (e.g., show confidence scores next to Al output vs. use uncertainty expres-
sions in Al outputs), and facilitate verification (e.g., make sources in Al outputs
clickable vs. provide explanations for Al outputs). Practitioners can prioritize
between different overreliance risk factors, selecting and assessing appropriate
mitigations, aligned with identified risk and product goals. Overall, the framework
translates the abstract issue of overreliance into tractable problems, intentional
questions, and actionable decisions.

In the rest of this subsection, we will explore the use of visual uncertainty
expressions, covered in subsection “Expressing Uncertainty by Highlighting Tokens
in GenAl Outputs,” as a specific design-level solution for addressing overreliance in
case law research.

Consider Google’s GenAl offering, Gemini. While there is research on highlights
that convey token generation and edit probabilities (Spatharioti et al., 2023;
Vasconcelos et al., 2023), Gemini uses a different kind of highlight. Users can use
Gemini’s “double-check response” feature to verify Gemini’s output. The feature
conducts Google Searches for different statements in Gemini’s output. If the search
results in content similar to a statement, Gemini highlights it in green. If it finds
content different from a statement or does not find relevant content, it highlights it in
red. Gemini leaves a statement unhighlighted if there isn’t enough information to
evaluate it.

Figure 5 is a screenshot of Gemini’s color-coded output for a simulated prompt
related to legal practice: “Give me a list of court cases that help support the
argument that an organization can fire an employee at will.” The output contains
several unhighlighted and green-highlighted statements. It also contains a
red-highlighted statement. A red highlight does not necessarily imply that the
court case mentioned in the statement is fictitious; it does help convey to the user
that a Google Search either found contradictory evidence for or could not triangulate
the information in the statement.

However, like most mitigations of overreliance, such highlights can backfire.
Consider an output with no red highlights, some green highlights, and several
unhighlighted statements. The absence of red highlights may make users perceive
that nothing is wrong with the output. This is not necessarily true. For example, an
unhighlighted statement may contain inaccuracies that Gemini could not find suffi-
cient evidence for with a Google Search. Further research is thus needed to
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Gemini ~ 4 Try Gemini Advanced
2.0 Flash

Give me a list of court cases that help support the argument
that an organization can fire an employee at will.

§ While the at-will employment doctrine is widely recognized, it's important to remember that it's
not absolute and has limitations. v Here are some key cases that have shaped and supported
the at-will doctrine, but also remember that exceptions exist and vary by state:

Early Cases Establishing the Doctrine:

* Payne v. Western & Atlantic Railroad Co. (1884): This Tennessee case is often cited as one of
the earliest articulations of the at-will doctrine in the United States. It established the
principle that an employer could discharge an employee for any reason or no reason at all,
absent a specific employment contract.

* Wood v. Abrey (1868): This English case, though not binding precedent in the U.S., influenced
the development of the at-will doctrine. ! It held that a general hiring was presumed to be
at-will unless there was evidence of a specific term of employment.

Cases Further Defining and Upholding At-Will Employment:

« Adair v. United States (1908) and Coppage v. Kansas (1915): These Supreme Court cases,
while dealing with specific labor laws, reinforced the idea that employers and employees have
the freedom to contract for employment on mutually agreeable terms, including the right to
terminate the relationship at will. ~

Cases lllustrating the Limitations and Exceptions:

¢ Sheets v. Teddy's Frosted Foods, Inc. (1986): This Connecticut case recognized a public
policy exception to the at-will doctrine, holding that an employee could not be fired for
reporting the company's violation of a food and drug law.

¢ Monge v. Beebe Rubber Co. (1974): This New Hampshire case was an early example of a
court recognizing a "good faith" exception to at-will employment, suggesting that
terminations could not be made maliciously or in bad faith.

Important Considerations:

¢ State Laws: The at-will doctrine and its exceptions are largely governed by state law. Some
states have more robust protections for employees than others.

« Federal Laws: Federal laws, such as those prohibiting discrimination, can limit the at-will
doctrine. v

« Employment Contracts: A specific employment contract can override the at-will doctrine by
providing for a definite term of employment or limiting the grounds for termination. v

+ Ask Gemini °o® 9

Gemini can make mistakes, so double-check it

Fig. 5 Uncertainty expressions in Google Gemini outputs
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investigate the use of such uncertainty highlights for different GenAl use cases in
various professional practices.

5 Future Trends and Research Directions

Emerging research has begun to shed light on the issue of overreliance on GenAl.
However, significant challenges remain, highlighting meaningful avenues for future
research such as the following.

5.1 Systematically Investigating the Efficacy of Overreliance
Mitigations

Future research should investigate the efficacy of different mitigations for over-
reliance across user groups, use cases, and application domains. Existing research
shows that overreliance mitigations can sometimes backfire. For example, as
explained in Sect. 2.4, interventions such as Al explanations may increase trust in
Al outputs, even when the explanations are uninformative or wrong. Additionally, as
explained in Sects. 2.1 and 2.2, the nature of overreliance on Al depends on
individual differences and task characteristics. Contextual factors thus influence
how and why users over-rely on Al, likely affecting the efficacy of overreliance
mitigations across user groups, use cases, and application domains.

5.2 Exploring How the Modality of Human-Al Interaction
Influences Overreliance on Al

Future research should explore the nature of overreliance on Al in different modal-
ities of human-Al interactions, such as text-based, voice-based, and multimodal
interactions. Existing research primarily focuses on text-based human-Al interac-
tion. Different modalities, however, can shape user perceptions of Al in specific
ways (e.g., voice-based interactions may further promote anthropomorphism) and
raise new challenges for appropriate reliance on Al (e.g., how to present grounding
information in voice-based interactions). Multimodal systems that blend text, audio,
and video interactions further complicate matters (e.g., ChatGPT’s advanced voice
mode with video capability). As novel GenAl systems, including multimodal ones,
find their way into users’ personal lives and professional work, the impact of
different modalities and their combinations on user trust in Al is largely unknown.

53 Investigating Overreliance on Al Agents and Multi-Agents

Future research should investigate the dynamics of overreliance in the context of
autonomous Al agents. Existing research primarily focuses on Al systems that
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respond to users and not systems that act on behalf of users. Al agents decide what to
do next on their own without step-by-step user instructions; they make plans, use
external tools, and act on the user’s behalf. For example, instruct a travel-planning
Al agent to “book a 1-week vacation in Finland with a budget of $2500,” and it will
search for flights and hotels, compare prices, buy the flight tickets and make hotel
bookings, and even make restaurant reservations and purchase tour tickets. In short,
Al agents are expected to work on their own without human oversight. This creates
troubling conditions for overreliance. Users delegate entire workflows to agents,
facing new challenges in forming effective mental models and in identifying the
existence and provenance of errors and mistakes, especially in multi-agent systems
where several Al agents interact and work together. Future research should examine
how users work with and oversee Al agents, and make efforts to develop new
interaction paradigms to support human oversight in human-agent interaction.

6 Conclusion

Overreliance on Al is a key issue for human-centered Al design, development, and
deployment, stressing the urgent need to design Al tools with appropriate reliance in
mind. The chapter began by highlighting the harmful effects of overreliance on Al,
including poor human+Al team performance and ineffective human oversight. It
described how antecedents of overreliance, such as low Al literacy and high
expertise, and mechanisms, such as automation bias and overestimation of explana-
tions, impact why people over-rely on Al and to what extent. The chapter outlined
prominent mitigations for overreliance, such as explanations and cognitive forcing
functions. While overreliance mitigations can often backfire, well-crafted mitiga-
tions such as self-critiques and uncertainty highlights show promise. A human-
centered approach to addressing overreliance on Al emphasizes the importance of
appropriate reliance to help users leverage Al’s strengths and compensate for its
weaknesses. The case study on Al mistakes in a high-stakes domain, such as legal
practice, illustrated the real-world implications of overreliance, the place for human
expertise, and the affordances and limitations of existing overreliance mitigations.
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