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Abstract

Packet header overhead is a persistent source of inefficiency in
packet-switched networks, reducing goodput and increasing net-
work load. Trends like tunneling further increase this overhead,
significantly impacting flow completion times. While, in principle,
it is possible to compress these headers, existing methods require
specialized hardware on every hop to compress/decompress the
packet to/from custom header formats.

In this paper, we present Flow.zp, a backward-compatible header
compression mechanism designed for existing data center networks.
Our solution leverages a combination of last-hop network offload
and MPLS support, both of which are ubiquitous in modern data
center deployments. Flow.zIP overcomes scalability limitations in
these components by selectively and intelligently coordinating
compression for a subset of flows. Doing so, Flow.zIp achieves up to
58% reduction in average flow completion time on real-world data
center workloads.
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1 Introduction

Since the advent of packet-switching, headers have remained a
fundamental overhead in modern networks: they appear on every
packet, reducing goodput and increasing load [1-3].

The potential overheads have only increased over time. An IPv6
header occupies 40 B, and in cloud networks that use tunneling for
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virtual networking and tenant isolation [4], common protocols like
VXLAN [5] and NVGRE [6] layer multiple encapsulation headers,
which can add an additional 20 or more bytes per packet. Table 1
shows aggregate header overheads for some common configura-
tions; in many cases, these overheads can exceed 100 B.

A growing body of work [1, 2, 7] shows that increases in per-
packet overheads—even modest ones—can have disproportionately
large performance impacts. For instance, prior work [1] reports that
adding 28 bytes of extra header metadata can raise flow comple-
tion time (FCT) by ~10% under light network load, while removing
40 bytes can shorten FCT by ~30% [3]. Our experiments on real-
istic data center workloads (Section 2) expand on those results,
demonstrating that at higher loads like those regularly experienced
in AT collective communication, the overhead introduced by IPv6
and TCP headers (60 B) increases the average FCT by up to 50%
compared to an ideal case without header overhead. When addi-
tional tunneling (e.g., VXLAN) is applied, FCT increases by up to
2.7x. Similarly, recent proposals for Scale-Up Ethernet (SUE) [8, 9]
highlight the inefficiency of modern packet headers for Al and
HPC workloads, which consist largely of small memory load/store
messages.

This disproportionate impact arises from the nonlinear relation-
ship between FCT and network load. As an example of this effect,
consider a queuing theoretic M/G/1 system. The average comple-
tion time scales as ﬁ, where p denotes the system load [10, 11]—a
hyperbolic relationship. In the case of VXLAN, which can increase
effective load by 13% (Section 2.1), a network with 80% initial load
would suffer an approximately 2.9 increase in FCT according to
this model. This is before other factors, such as congestion control
and higher ECN marking rates [12, 13], pause-induced backoff [14],
and increased per-packet processing overhead [1, 15].

The most direct approach to addressing these issues is to com-
press packet headers [16, 17]. There is a long line of work on this
topic, including ROHC [18], CRTP [19], and IPHC [20]. Unfortu-
nately, these generally operate at Layer-2, requiring Layer-3 devices
to maintain per-flow compression state and to decompress and re-
compress headers at each hop to recover routing-critical fields.
Modern switches [21] cannot support such per-flow state at dat-
acenter scale due to limited on-chip memory [22, 23]. Moreover,
the compression and decompression overhead, at billions of pps, is
infeasible on today’s switches. As a result, a general, practical, and
deployable solution to packet header bloat remains elusive.

In this paper, we present Flow.zIp, a header compression mecha-
nism designed for practical and backward-compatible deployment
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Encap Layer Components Overhead (B)
TCP IPv6 + TCP 60
RoCEv2 IPv6 + UDP + IB.BTH 60
+NVGRE IPv6 + GRE + Inner 122
+VXLAN IPv6 + UDP + VXLAN + Inner 130

Table 1: Typical header overheads introduced by common
L3/L4 encapsulation (using IPv6 as an example).

on existing cloud and data center networks. Unlike prior approaches
that require modified switches or per-hop compression/decompres-
sion at every Layer 3 device, Flow.zIP leverages existing protocols
in the middle of the network and performs all packet manipulation
at the edge.

Flow.zIP’s requirements are for a compressor at the sender side
and a decompressor at the receiver side, implemented either in the
host network stack or offloaded to last-hop hardware such as a DPU
or a programmable switch. In the middle of the network, Flow.zip
repurposes Multiprotocol Label Switching (MPLS) [24], a light-
weight and widely supported protocol in modern routers [25-28].
Although primarily intended for traffic engineering in wide-area
networks [28, 29], the MPLS header is attractive for its ubiquitous
support and small footprint: only 4 bytes, i.e., one to two orders of
magnitude smaller than the header combinations of Table 1.

Of course, direct, wholesale usage of MPLS is not feasible. The
naive approach of assigning a unique MPLS label to every flow and
replacing full packet headers with compact MPLS labels cannot be
used at data center scales. Most commodity switches support only
around 16K MPLS label entries per device [25, 26], while cloud and
data center networks often carry millions of concurrent flows [30].

To address this limitation, Flow.zip implements a distributed
cache of active labels. Given the long-tailed nature of traffic in cloud
and data center traffic [12, 30, 31], Flow.zP’s approach of dynami-
cally compressing high-volume flows and aggressively reclaiming
inactive labels results in substantial cumulative header-size reduc-
tions despite the extremely limited MPLS table capacity (e.g., 16K
entries) of commodity switches [25-27].

We implement a Flow.zIp prototype! and evaluate it using both
a hardware testbed and large-scale ns-3 simulations. We further
augment our evaluation with a theoretical analysis of Flow.zp (Sec-
tion 6) that characterizes the effectiveness of its selective compres-
sion policy under skewed traffic and closely matches our empirical
results. Flow.zlp reduces the average FCT by up to 58%, across
diverse network configurations, traffic patterns (e.g., continuous
flows, incast, etc.), protocol stacks (TCP and RDMA), and tunneling
setups. Its control-plane overhead is also low: tracking multiple
Tbps of traffic requires under 0.5 Gbps of control plane traffic.

Ethics. This work does not raise ethical issues.

2 Background and Motivation

We begin by examining the impact of packet headers on end-to-
end performance (Section 2.1), then summarize existing header
compression designs and explain why they remain impractical for
general cloud and datacenter networks (Section 2.2).

1Code is available at https://github.com/eniac/Flow.ZIP
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Figure 1: Impact of header overhead on average FCT, normal-
ized to the ideal case without L3/L4 header overhead.

2.1 Packet Header Overhead

Most cloud and data center traffic is carried in IP, TCP, and UDP
headers. Over the years, due to scale and isolation concerns, providers
have moved toward larger headers, e.g., larger addresses like IPv6 [32]
and tunneling protocols like VXLAN [5] and NVGRE [6]. As shown
in Table 1, such encapsulation can push total L3/L4 overheads to
122-130 bytes, amounting to more than 15% of an average-sized 800-
byte packet; much more for small packets (e.g., 256-byte memory
load/store messages in Scale-Up Ethernet [8, 9]).

We quantify this effect through simulation of a FatTree topol-
ogy [33] and representative production storage workload [14], as
described in Section 8.1. Figure 1 compares the average flow com-
pletion time (i.e., the time from when the first packet of a flow is
sent until the last packet is acknowledged [34]) across different
network loads (i.e., the ratio of traffic to network capacity) under
three configurations: (1) with standard 60 B IPv6 and TCP headers,
(2) IPv6-based VXLAN tunneling (an additional 70 B), and (3) an
idealized lower bound that assumes zero L3/L4 header overhead,
i.e., only payloads are transmitted over raw Ethernet.

The results confirm that header overhead inflates FCT substan-
tially, especially under high load. In the baseline configuration at
50% load, FCT increases by roughly 9% over the idealized configu-
ration; at 80% load, the gap widens to 45%. VXLAN amplification
makes the gap more pronounced—FCT reaches 2.7x the ideal base-
line at 80% load.

As mentioned in Section 1, these disproportionate impacts can
be partially understood using queuing theoretic models. For in-
stance, consider an M/G/1 network [10], a simplified but widely
used abstraction for analyzing FCT [11, 35, 36] that imposes no
assumptions on the flow-size distribution. In these networks, even
a small increase in load can cause an outsized increase in FCT, es-
pecially as the system approaches full utilization. This relationship
is formalized below.

THEOREM 1. In an M/G/1-PS queue, an increase of § in load results
in at least a 1—;%5 relative increase in average completion time, where
p is the original load rate.

ProoF. The average completion time in an M/G/1-PS queue,
from [10], is T(p) = %, where « is a constant determined by
service and arrival characteristics. Thus, the relative increase in
completion time after a load increment of § is

a a
T(p+8)-T(p) _1-p-8 1-p &
T(p) N a C1-p-68
1-p

]
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This result highlights the nonlinear sensitivity of FCT to load:
1

beyond the direct § increase, the factor =p=5 exhibits hyperbolic
growth as the system nears saturation. For an average packet size of
800 bytes and a VXLAN header overhead of 130 bytes, the induced
load increase § is roughly 13% under an initial 80% load. Applying
Theorem 1, this overhead can inflate FCT by approximately 2.9x
relative to the ideal case. Real networks have more complex arrival
rates and network topologies, but the intuition holds.

Beyond these effects, higher load also triggers more pause mes-
sages, increases ECN marking, and forces additional transport back-
off [12-14], compounding FCT even further. These are on top of
higher serialization/processing latency at each hop [1, 15] and in-
creased bit-level corruption [37], which trigger retransmissions and
uneven latency spikes.

Importantly, many of these effects can be triggered even without
high average network utilization. As shown in Section 8.1, transient
and localized load spikes caused by incast traffic can produce similar
FCT inflation.

2.2 Existing Solutions and Limitations

Header compression is a promising technique for reducing header
overheads without application modifications. Unfortunately, ex-
isting mechanisms (e.g., ROHC [18], CRTP [19], and IPHC [20])
largely require every Layer 3 device to:

R1 Compress outgoing packets and decompress incoming packets
to/from custom header formats;

R2 Maintain per-flow state to reconstruct original packets.

R3 Provide sufficient data-plane programmability to operate on
that state at line rate.

As a concrete example, RFC 3095 [18] defines the classic Robust
Header Compression (ROHC) scheme, in which the compressor and
decompressor each maintain a copy of the original uncompressed
header for every connection; packets then carry only a connection
identifier and the delta from this reference header. To tolerate errors
and packet reordering under differential compression, the two ends
must periodically synchronize their per-flow state. Although effec-
tive in its intended bandwidth-constrained Layer-2 settings (e.g.,
wireless and IoT networks), ROHC does not scale to multi-terabit
datacenter fabrics, which routinely carry millions of concurrent
flows. Each ROHC flow state requires hundreds of bytes, far be-
yond what current switches can store given their limited on-chip
memory (e.g., 10s MB) [22, 23]. Moreover, the required differential
compression and decompression at billions of packets per second is
unsupported by today’s merchant-silicon switches, and would re-
quire fundamental switch redesign [16]. Other header compression
algorithms experience similar limitations [20].

We note that jumbo frames can potentially mitigate the above
issues by amortizing the overhead across larger payloads. However,
this approach has several limitations: (1) not all networks support
jumbo frames, particularly those found in enterprise data center
networks [1] or those that go beyond TCP/IP (e.g., older RNICs sup-
port only 1-2 KB MTUs, and many recent RoCEv2 NICs are capped
at 4 KB MTUs [38]); (2) jumbo frames can negatively impact short
flows, as they introduce additional head-of-line blocking, which
can degrade FCT [39]; and (3) there are still benefits to reducing
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Figure 2: Format of the MPLS header (4 bytes)

header overheads, both for the larger frames and the smaller ones
that hosts inevitably need to send.

The goal of this work is a general and practical solution to re-
duce header overhead that preserves compatibility with currently
deployed network hardware.

3 MPLS: Constraints/Opportunities

We observe that modern routers, even those designed for data cen-
ters (e.g., Broadcom Tomahawk and Cisco G200) [40-43], almost
universally provide native support for an alternative Layer-3 proto-
col in Multiprotocol Label Switching (MPLS) [24]. MPLS, in addition
to being widely supported [25-27], also has the distinction of hav-
ing among the shortest headers of any routable protocol at just 4
bytes, % of IPv6.

Header Format (Figure 2). An MPLS header contains:

(1) Label [20 bits]. Used by switches to route packets. A packet
may carry multiple MPLS headers (forming a stack), but the
switch primarily examines the top label to make forwarding
decisions and perform operations such as swapping, pushing,
or popping MPLS headers.

(2) Traffic Class [3 bits]. Records the packet’s QoS priority or ECN
information.

(3) Bottom of Stack field [1 bit]. Indicates whether the current
header is the last in the MPLS stack.

(4) Time to Live [8 bits]. Functions similarly to the TTL field in IP,
preventing packets from looping indefinitely.

Traditional MPLS operation. MPLS is primarily designed for
traffic engineering in wide-area networks [28, 29, 44]. In the data
plane, when an IP packet enters the MPLS domain, an ingress
label edge router uses routing information to assign and prepend
one or more MPLS headers to the packet. The labeled packet is
then forwarded along a pre-established path toward its destination.
At the egress point, another label edge router removes the MPLS
headers and forwards the resulting IP packet using standard IP
forwarding rules. In the control plane, MPLS is agnostic to the label
distribution protocol, and so rules can be installed using a variety
of mechanisms, both distributed and centralized [29, 45].

Strawman solution and its limitations. A natural strawman
solution for lossless header compression is to use MPLS labels to
fully replace the original packet headers, a la source routing. In
this design, a unique label is assigned to each flow at the sender;
switches perform routing based directly on the label, and the re-
ceiver reconstructs the full header using the label and a saved copy
of the original header.

Unfortunately, this approach has a severe bottleneck in the form
of the MPLS capacity of the intermediate commodity switches. The
MPLS label field is only 20 bits wide, allowing for a theoretical
maximum of about one million unique labels. In practice, commod-
ity switches typically support only around 16K MPLS label entries
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Figure 3: Cumulative distribution of flow sizes.

per device [25-27]. Given that modern data center networks often
carry millions of concurrent flows [30], this constrained label space
falls far short of what is required for header compression.

Opportunity. In this paper, we argue that universal compression
is unnecessary and that selective compression is a more feasible path
toward practical header compression.

Figure 3 provides intuition for why this is the case by presenting
four real-world workload traces from production data centers [12,
14, 30]. These workloads reveal skewed distributions, with a small
subset of flows accounting for a disproportionate share of total
traffic volume. For example, in Hadoop [30], fewer than 3% of flows
are larger than 1 MB, but this small fraction of flows accounts for
over 70% of the total bytes transmitted. Similar patterns have also
been observed in other data center environments [12, 31].

Compounding these benefits is the fact that establishing new
connections (e.g., for both TCP and RDMA) is often expensive, so
applications tend to reuse existing connections for multiple flows
and tasks [36, 46], further concentrating traffic within a smaller set
of active connections.

4 Design Overview

Flow.zIP is a practical, general, and backward-compatible framework
for selective header compression. Because a few flows dominate
the overall traffic frequency and volume, focusing on them allows
Flow.zIP to reduce a significant portion of header overhead while
leaving other flows untouched, preserving compatibility and mini-
mizing the need for excessive label entries. In designing Flow.zIp,
we needed to solve several technical challenges:

(C1) How should we encode today’s complex L3/4 headers into
the limited space of the MPLS header in a way that preserves essen-
tial routing semantics, and without imposing significant complexity
on end-hosts? (C2) How do we manage the lifecycle of labels given
the severe limitations of modern switch memory capacity while
maintaining consistency, correctness, and high compression effi-
ciency? (C3) How can we ensure robustness and maintain correct
behavior in the presence of network and controller failures?

Traditional uses of MPLS, e.g., traffic engineering, operate on
much coarser granularity and over much larger timescales (to
allow time for the scheduling algorithm to execute over WAN
flows) [28, 47, 48]. Flow.zrp is bottlenecked by label capacity rather
than scheduling overheads, necessitating a different set of solutions
to the above challenges.

Components. The high-level architecture of Flow.zIp is shown in
Figure 4. It consists of three main components.
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Figure 5: Compression in Flow.zip.

Switches: Flow.zIP assumes that all switches in the network are
MPLS-enabled and can be controlled remotely. The MPLS process-
ing is on top of the existing IP routing configuration, which serves
as the default and fallback routing mechanism.

Compressor/Decompressor: On the sender side, the compressor
checks each packet and compresses it only if it matches a rule pro-
vided by the controller, replacing the original Layer 3/4 headers
with the corresponding MPLS header. On the receiver side, the
decompressor restores the original headers according to its de-
compression rules. Additionally, compressors monitor each flow’s
packet count and report flow statistics to the controller. These com-
ponents can be implemented in software on the server or offloaded
to hardware such as the NIC or last-hop switch, as is common for
other features in modern cloud deployments [4, 49]. To minimize
programmability requirements, Flow.zip employs simple, rule-based
header replacement.

Controllers: Flow.zIP assumes a logically centralized (but shard-
able) controller, similar to those commonly used in existing produc-
tion networks [28, 47, 48, 50, 51]. Using the reported compressor
statistics, the controller is responsible for identifying large flows
that should be compressed and installing the corresponding rules
on applicable switches, compressor, and decompressor. It is also
responsible for actively managing label capacity and ensuring fault
tolerance and consistency of the labels throughout their lifecycle.

Compressed fields (Figure 5). Flow.zIP targets the lossless com-
pression of Layer 3/4 headers, including any encapsulation headers
from protocols such as VXLAN and NVGRE, though the exact set
of headers and their handling are configurable by the network
operator (see Section 5.1).

In general, Flow.zIP will categorize fields into one of four types:
(1) Routing fields (e.g., the 5-tuple) are mapped one-to-one to an
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Figure 6: An example lifecycle of a packet in Flow.zIp.

MPLS label. Additionally, certain IP header fields, such as QoS and
TTL, are directly placed into the corresponding fields of the MPLS
header. (2) Static fields, i.e., those that remain unchanged across
packets in a given MPLS label, are not transmitted. Instead, they
are implicitly restored during decompression using the associated
MPLS label. (3) Dynamic fields, i.e., those that may vary within an
MPLS label, such as payload length, are appended after the MPLS
label as residual data. (4) Unused fields are ignored.

Notably, all of the above require only simple, rule-based header
replacement (R3) of a handful of flows (R2) only at the compressor
and decompressor (R1), minimizing the necessary programmability
and ensuring compatibility with existing hardware.

Packet lifecycle (Figure 6). Figure 6 shows a simplified example
of a compressed packet’s lifecycle. The compressor opportunis-
tically replaces the packet’s original L3/L4 header stack with an
MPLS header if and only if the label is ready for end-to-end routing
and a matching compression table rule is found (Section 5.1 and
Section 5.3). Transit switches route on the labels, making sure to
swap on every hop to simplify label management and enable lazy
deletion (Section 5.3). Finally, the decompressor reconstructs the
original header using installed rules and residual data behind the
MPLS header.

Scalability and correctness. Flow.zIP’s architecture is designed to
scale to multi-terabit workloads with millions of concurrent flows
(Section 8.1), which is well within the capacity of modern SDN
controllers [50, 52]. In the end, however, Flow.zp is an optimization
that ‘fails open’ (Section 5.4). If Flow.zIp cannot keep up, it falls back
to normal IP routing—the cost is efficiency, not correctness. To that
end, Flow.zIP maintains several invariants to guarantee correctness:

1. Atomic activation/deactivation: Compression, despite requir-
ing the cooperation of every device on the network path, is
activated/deactivated with a single operation on a single node.
Packets never encounter intermediate states—their path either
supports compression or not.

2. Local label validity: A naive design would attach a single MPLS
label at the ingress and preserve it throughout the network.
However, this approach requires coordinating global label us-
age when allocating state for new flows. Instead, labels in
Flow.zIp are managed on a hop-by-hop basis to improve scalabil-
ity. As a result, label capacity becomes a per-device constraint
rather than a network-wide limitation. With 16K labels, each
device can compress up to 16K concurrent large flows, while the
network as a whole can support a substantially larger number
of flows.

3. Checked dictionary compression: To guarantee that the com-
pression is truly lossless, the compressor matches outgoing
packets with an expected header pattern. This goes beyond
simply checking the packet’s 5-tuple, Flow.zIp verifies all rout-
ing and static fields to ensure that the decompressed packet will
be identical to the original. Any discrepancies cause a fallback
to IP routing.

4. Soft state and IP fallback: In Flow.zIp, it is always safe to leave a
packet uncompressed and rely on IP routing.

5 Flow.zir Header Compression

In this section, we present the detailed design of Flow.zip. We begin
by describing how Flow.zIP compresses each header field based on
its category in the compression rules (Section 5.1) before explaining
its key functions. For simplicity, we assume a pure Layer-3 data
center, with extensions to other scenarios (e.g., middleboxes) left to
Appendix B.

5.1 Compression Rules

The compressor compresses each packet according to a set of
operator-defined rules that specify the category of each header
field and how Flow.ziP should handle it. While the specific rules
are network-specific (e.g., whether IPv6 Flow Labels are used in
routing), we present an example compression policy here, one that
is also used in our evaluation.

As shown in Figure 7, Flow.zlp divides header fields into four
types: routing-relevant, static, dynamic, and ignored.

Routing-relevant fields: Routing-relevant fields are header fields
that must be encoded, one-to-one, in the MPLS header to enable
correct forwarding decisions. In most cases, this involves Flow.zip
assigning a unique MPLS label to each new 5-tuple, but this can
differ for other routing keys (e.g., source address, destination ad-
dress, and flow label). The traffic class and TTL fields are directly
transcribed between the IP and MPLS headers during compres-
sion/decompression.

Static fields: Static fields are header fields that remain unchanged
across all packets associated with a given MPLS label. In our pro-
totype, these fields include the IP version, Internet Header Length
(IHL), and fragmentation-related fields. These fields are not trans-
mitted in the compressed packet; instead, they are restored directly
during decompression using the MPLS label as the key. Importantly,
Flow.zip does not assume that all incoming IP packets conform
to specific patterns. Instead, it performs a validation check before
compression: a packet is only compressed if its static fields match
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Figure 7: Compression of IPv4/IPv6 and TCP/UDP port num-
bers in Flow.zip.

the expected values. For simplicity, Flow.zip, by default, ignores
packets that include IP options or enable fragmentation.

Dynamic fields: Dynamic fields are header fields that may vary
across packets within the same MPLS label (e.g., the IPv6 payload
length). These fields are placed in the compression residue, which
follows the MPLS header, and are copied back to the original header
during decompression.

Ignored fields: Finally, Flow.zIP can safely ignore unused header
fields, which in our prototype include the IP identification and
flow label. At the decompressor, these fields are simply set to zero.
Similarly, the checksum field is not needed because MPLS-based
forwarding does not rely on per-hop checksum validation. If down-
stream devices still require a valid checksum, the decompressor can
recompute and restore it to maintain packet validity.

Tunneling headers. Flow.zIp also supports the compression of

encapsulation headers introduced by tunneling protocols, follow-
ing the same taxonomy described above. For example, in VXLAN,

Flow.zIP can compress the outer IP header, outer UDP header, VXLAN
header, inner Ethernet header, inner IP header, and transport-layer

port numbers. In our prototype, when using VXLAN, we extend

the routing key from the standard 5-tuple to a richer tuple that in-
cludes the outer 5-tuple, the VXLAN Network Identifier (VNI), the

inner Ethernet header, and the inner 5-tuple, all of which may be

required to uniquely identify a flow in multi-tenant or virtualized

environments. All other header fields are handled similarly to the

non-tunneled case.

5.2 Packet Count Monitoring

As discussed in Section 3, Flow.zIP leverages traffic skewness by
assigning MPLS labels only to large, high-volume flows. To enable
this, the compressor must monitor the flow-level packet counts.
For IP packets, if the packet count exceeds a predefined threshold
S (e.g., 100 packets in our evaluation), the compressor sends a ‘new
flow’ notification to the controller to request rule installation. As
analyzed in Theorem 2, Flow.zIP is insensitive to the specific choice
of this threshold. Even after compression, the compressor continues
to track the flow and periodically reports statistics to the controller
(e.g., every 100 ms). The controller uses these reports to prioritize
MPLS label assignment for higher-volume flows, thereby maximiz-
ing overall compression efficiency, as detailed in Section 5.3.
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We note that the mechanism for monitoring packet counts is or-
thogonal to the core of Flow.zp. If the compressor can estimate flow
size in advance [35, 53], it can proactively send notifications to ac-
celerate rule installation. Otherwise, Flow.zIP benefits from standard
tools and optimizations. For simplicity and backward compatibility,
our prototype leverages packet sampling through sFlow [54], in line
with prior controllers [55, 56]. Section 8.1 shows that the monitor-
ing bandwidth overhead is negligible—below 0.5 Gbps even under
4 Tbps of user traffic. More complex techniques, such as sketch-
based algorithms [57, 58], are also viable drop-in replacements but
may require specialized hardware.

5.3 Controller Label Management

Path selection. The controller is responsible for managing all
compression rules based on statistics reported by the compressors.
When an uncompressed large flow is detected, Flow.zIp attempts to
find a target path for placement.

When possible, the controller keeps the compressed traffic on
the same path as the original IP traffic to prevent reordering and
isolate the impact of header compression. It can determine the path
by correlating the flow with paths inferred from flow sampling
in the middle of the network. As we target only the largest flows,
this correlation can be done efficiently and with high probability.
If strict flow stickiness is not possible, e.g., because the original
path cannot be determined, other placements (including random)
are possible. To that end, Flow.zIP can be directly integrated with
existing flow-scheduling systems like [56, 59] to route large flows
along the least-loaded paths.

Rule installation. For a candidate flow and target path, P, the
controller will attempt to install the MPLS path if MPLS label entries
are available on all switches along P. If installation fails due to
insufficient label capacity, the flow is deferred but not discarded: the
compressor continues to report the flow in subsequent monitoring
intervals as described in Section 5.2. Large flows, which generate
more installation notifications, are prioritized and retried until
resources become available.

The controller initiates rule installation by pushing MPLS for-
warding rules to the switches and corresponding compression/de-
compression rules to the involved compressor and decompressor.
To ensure consistency and correctness, the controller follows a
strict ordering: while the switches and decompressor can be con-
figured in parallel, the compressor is always the last component to
install rules (and the first to remove them). This guarantees that no
compressed packet is transmitted before the network is ready to
handle it.

Rule deletion. While a straightforward approach is to apply the in-
verse process to delete rules after flows that dip under the threshold,
this results in high control-plane overhead and rule flapping.
Instead, for switches and decompressors, Flow.zIp never deletes
rules; rather, old rules are implicitly overwritten only when their
labels are reassigned to new flows. Doing so merges deletions and
installations into a single operation, avoiding nearly half of the
signaling messages of the strawman implementation and allowing
temporarily inactive flows to resume compression without requir-
ing reinstallation. Compressors also take a lazy approach to dele-
tion, deleting rules only when the label needs to be reclaimed. In



Honey, | Shrunk the Headers with Flow.zip

a Flow.zip deployment with properly configured routing-relevant,
static, dynamic, and ignored field classifications, leaving stale rules
in the network is always safe.

Overwritten rules are chosen by the controller using a process
similar to Linux’s two-list algorithm for approximating LRU in page
frame reclamation [60]. Briefly, flows are marked as inactive if flow
counter increments remain low for a predefined TTL (e.g., 100 ms)
after being added to the list, and are then lazily evicted.

5.4 Fault Tolerance

For robustness, Flow.zip adheres to classic network design principles
like fate-sharing, soft-state, and the guarantee of failing open. Below,
we discuss the main failure scenarios and how Flow.zip handles
them safely.

Unexpected input at the compressor. Within a flow, some pack-
ets may violate the compression rule (e.g., packets with fragmen-
tation or IP options). As described in Section 5.1, the compressor
applies compression only when a packet fully matches the prede-
fined rule and can be safely encoded. Any packet that does not
satisfy the rule is forwarded in its original, uncompressed form,
handled by the original routing logic.

Compressor failure. If a compressor fails and loses its local state,
user traffic remains unaffected. Without a valid compression rule,
the host transmits packets using standard IP headers, which is
always safe. Decompression and forwarding rules in the network
are harmless in the absence of compressed traffic. The compression
table is soft-state and can be reconstructed after recovery.

Controller failure. If the controller fails, potential impacts can
be split into three categories. Previously compressed flows will
continue to be compressed until the TTLs age them out of their
compression tables. Uncompressed flows will not transition to com-
pression until the controller recovers. Finally, partially installed
flows will remain uncompressed—the ordering discipline in Sec-
tion 5.3 essentially makes compressor rule installation an atomic
commit. All remain correct while the controller recovers and re-
builds its soft state.

Switch, link, or decompressor failures. If a switch, forwarding
path, or decompressor fails, there are a few options. One option,
if there are alternative paths, is to leverage existing MPLS fault-
tolerance mechanisms, e.g., FRR [61], to tolerate a small number of
failures at the cost of label inflation. Another is to emulate other
centralized network architectures and rely on the controller to
detect and tear down failed paths at the compressor. As there are
only a small number of paths to monitor relative to the broader
network, they can be subject to increased scrutiny. Finally, we
note that end-host-driven mechanisms like PRR [62] are highly
complementary to Flow.zip—small changes to static or routing-
relevant fields will cause the connection to appear as a new flow.

6 Theoretical Analysis
We model Flow.zIP using an M/G/1-PS queue as in Theorem 1.
Pareto flow-size model. Following prior work [63, 64], we model

flow sizes (in packets) using a Pareto distribution. Let X denote
the number of packets in a flow. With skewness parameter a > 1
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and minimum flow size x;,;, = 1, the flow-size distribution has
complementary CDF
Pr [X > x] :(x—’”)“ (1)
flow x
Based on the flow-size distribution in packets, the corresponding
packet-level distribution is:

PrX > x] = (x—’")a ' @)
pkt X

where Prp[X > x] denotes the fraction of packets belonging to
flows with at least x packets.

The Pareto distribution is widely used to model network traffic
because it captures the empirical observation that a small fraction of
flows contribute a disproportionately large share of packets [63, 64].
A smaller « indicates that more packets originate from large flows.
For example, with a = 1.3, ~25% of packets belong to flows larger
than 100 packets; with @ = 1.1, this increases to roughly 63%.
Empirical datacenter traces (Figure 3) commonly exhibit o < 1.1.

Insensitivity to packet threshold. Let 7 denote the packet thresh-
old and y the additional delay before installed rules take effect. That
is, Flow.zIP requests rule installation after the first 7 packets, and
a flow begins being compressed after 7 + y packets. We assume
that all subsequent packets are compressible and that Flow.zIP can
compress all flows whose size exceeds the threshold.

THEOREM 2. The fraction of packets Flow.zIP compresses is

1
R=--P

(X >r+y] (3)
a  pkt

Proor. A flow of size X contributes (X — (7 + y))+ compressed
packets. Thus, based on the Pareto distribution,
o BLOC= (4 p),]
E[X]
%8 /[(@ - )+ 1)
axm/(a—1)

-Pr(X >r+y]
pkt

R I~

O

Interpretation. This theorem shows that the fraction of packets
compressed depends primarily on the share of traffic contributed
by flows larger than 7 + y packets. For example, when 7 + y = 200,
Flow.zip compresses 54% of all packets while operating on only
0.29% of flows for & = 1.1. When the traffic distribution is more
skewed (a = 1.05), the compressed packet fraction increases to 73%,
while still touching only 0.38% of flows. These results illustrate why
Flow.zIP can achieve substantial packet-level compression while
acting on only a tiny fraction of total flows.

Theorem 2 also implies that the compressed packet ratio R is
insensitive to the choice of the compression threshold 7, once the ad-
ditional delay y is accounted for. We assume y = 100, corresponding
to a 10 Gbps throughput, an 80 us installation delay, and 1000-byte
packets. Under these conditions, with a = 1.05, Flow.zIP compresses
72% of packets when 7 = 200. Reducing the threshold to 7 = 50
increases the compressed fraction only slightly, to 74%, a marginal
gain of just 2%. This insensitivity aligns with our empirical results:
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across a wide range of threshold values (50-200 packets), overall
performance improvements remain nearly unchanged.

Potential benefits to FCT. We compare the FCT of Flow.zmp, T,
with that of the original traffic, Toyig. Let porig be the original net-
work load and p,jp the load under Flow.zip. Similarly, let Sy, denote
the transmitted flow size under Flow.ziP, and Sy the uncompressed
flow size. We normalize packet size such that a fully compressed
packet (excluding header overhead) has unit size. We define f as
the additional header-overhead ratio in the original traffic, such
that Sorig = (1 + ) - Sideal, Where Sjgeq) denotes the flow size if all
packets were fully compressed with zero header overhead.

THEOREM 3. For a flow with X packets, the relative FCT under
Flow.zp satisfies

Tzip _ Szip 1~ Porig @
Torig Sorig 1- Pzip ’
where the flow size ratio
1, if X <r+y,
Ssip = (5)
Sorig —(T N+ X, otherwise.
1+pX
and the effective network load under Flow.zIP is
Rp
Pzip = (1 - m) * Porigs (6)

Proor. For the M/G/1-PS queue [10, 11], the expected flow com-
pletion time scales linearly with: (1) the flow size X, and (2) the
queuing factor ﬁ In other words,

Szip
Tzip _ I=pup Szip 1 = porig
Torig _Sorig_ Sorig 1- Pzip ’

l_porig
To compute the flow-size ratio, note that under Flow.zIp, only
the first 7 + y packets retain the full header and thus incur the
original overhead. All remaining packets use the compressed header
and achieve the ideal per-packet size. Hence, if X < 7+ y, then
Szip = Sorig- Otherwise,

Shp _ (t+y)B+X
(1+pX

Finally, as Flow.zIP removes the header overhead for a fraction R
of packets, the resulting aggregate network load is therefore
Porig RpB

Pzip =R- m + (1 _R) * Porig = (1 - m) * Porig-

Sorig

]

Interpretation. This theorem shows that the relative FCT of Flow.zIp

decomposes into two components. The first component, (1—porig) /(1—

pzip), reflects system-wide queueing effects and does not depend
on the individual flow size. For flows with fewer than 7 + y packets,
this term fully determines the relative FCT. To illustrate, consider a
concrete setting where Flow.zIP compresses R = 80% of packets. For
TCP/IPv6, the header overhead is f ~ 7.4%. In this case, the original
network load is porig = 80% X (1 + ) = 85.9%, and from Equa-
tion (6), the load under Flow.ziP becomes p,j, = 81.2%. This yields a
relative FCT Ty / Torig = 75%, consistent with our evaluation where
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Flow.zIp achieves a 20-30% FCT reduction under an 80% offered load.
When VXLAN encapsulation is used, where the header overhead is
larger (8 =~ 16.0%), the same calculation gives Ty, /Torig ~ 41%. This
aligns with our empirical results showing that Flow.zip reduces FCT
by roughly 58% under 80% load with VXLAN encapsulation. The
second component, Szip /Sorig, captures per-flow size reduction and
grows more beneficial as the flow becomes larger, again matching
our evaluation trends.

7 Implementation

We implement a prototype of Flow.zIP on a hardware testbed. The
servers are equipped with Mellanox ConnectX-4 25 Gbps NICs,
Intel Xeon Silver 4110 CPUs @ 2.10 GHz, and 64 GB of memory.
The code will be open source upon publication.

Flow.zip controller. We implement the controller logic on the
control-plane CPU with around 500 lines of C code. As described
in Section 5.3, the controller receives flow statistics from the com-
pressor and sends control commands to install rules on switches,
decompressors, and compressors. These control-plane operations
are asynchronous and remain off the critical path; therefore, they
do not impact data-plane performance metrics such as FCT.

Flow.zip compressor/decompressor. We implement the Flow.zp
compressor and decompressor in P4-16 to demonstrate cross-platform
compatibility, as P4 is supported by both programmable NICs [65—
67] and switches [21]. Due to hardware availability constraints, we
deploy the compressor/decompressor to two Wedge100BF-32X ToR
switches directly connected to the source/destination in a ‘bump-
in-the-wire’ configuration. Because the compressor/decompressor
logic fits entirely within the switch hardware pipeline without re-
quiring additional packet-processing stages, the added data-plane
latency is negligible. This deployment also represents a lower bound
on the performance of Flow.zIp, as a SmartNIC would not be bottle-
necked by uncompressed throughput on the server-ToR link.

Critically, as described in Section 5, the implementation requires
only three additional tables—a compression table, a decompression
table, and an sFlow table for monitoring packet counts. It does
not rely on any hardware-specific externs. While our prototype
targets hardware, Flow.zIP can also be implemented in software, for
example, within the host networking stack or as an extension to a
software proxy such as Envoy [68]. A software-based deployment
would offer greater flexibility (e.g., alternative monitoring or control
policies), at the cost of increased CPU overhead.

Hardware resource usage: On a Wedge100BF-32X [21], the result-
ing program takes 14.69% of SRAM and 3.85% of hash bits, primarily
due to the compression and decompression tables, each containing
16K entries. It also uses 2.08% of the Meter ALU for the sFlow packet
count implementation. Other compute resources (e.g., 10.94% gate-
way usage and 4.43% VLIW actions usage) are used to evaluate
conditional logic (e.g., determining whether a packet is IPv4 or
IPv6, TCP or UDP) and to copy fields accordingly.

8 Evaluation

We evaluate Flow.zIp through a combination of testbed experiments
and large-scale ns-3 simulations [69]. Our evaluation focuses on
the following three key questions:
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Figure 8: Normalized FCT across different workloads for TCP with VXLAN. Flow.zip reduces FCT by up to 58% compared to the
uncompressed baseline, and by up to 46% compared to the ROHC baseline.

e How does Flow.zIP impact average and tail FCTs across flow
sizes?

o Is Flow.zIP robust across diverse settings (e.g., TCP, RDMA, and
tunneling) and workloads (including different traffic patterns,
flow size distributions, and incast conditions)?

e What is the control-plane overhead of Flow.zp?

8.1 Simulation

Topology. We simulate a FatTree [33] topology consisting of 9 core
switches and 6 pods. Each pod contains 3 aggregation switches and
3 top-of-rack (ToR) switches, resulting in a total of 18 aggregation
switches, 18 ToR switches, and 216 servers. All links operate at
100 Gbps, leading to a 4:1 oversubscription ratio, consistent with
prior work [70-72]. Each link has a propagation delay of 1 ps, lead-
ing to a maximum base round-trip time (RTT) of 12 us. Switch
buffer sizes are configured according to the bandwidth-buffer ratio
of Intel Tofino switches [21], following prior work [71, 72]. Specifi-
cally, each switch is provisioned with approximately 2 MB of buffer
for up to 600 Gbps of user traffic. These buffers are shared across
all ports on the switch. We use DCTCP [12] for TCP traffic and
DCQCN [13] for RoCEv2 traffic. For RoCEv2, Priority Flow Control
(PFC) is enabled to ensure lossless transmission. Traffic is load-
balanced using Equal-Cost Multi-Path [73] routing based on the
5-tuple. One of the 216 servers is reserved as the controller, and no
user traffic is routed through it.

Workloads. We evaluate Flow.zIp using four realistic workloads.
The realistic workloads are derived from production data centers:
the Hadoop workload [30], the Cache workload [30], the Storage
workload [14], and the WebSearch workload [12]. Their overall
flow size distributions are shown in Figure 3. Flows are generated
following a Poisson arrival process, consistent with prior work [1,
14]. To further assess Flow.zIP’s performance, we generate incast
traffic similar to prior work [14, 71, 72]. Incast traffic is prevalent in
applications ranging from traditional distributed storage [14], web
search [12], to modern Mixture-of-Experts models training [74].
In our incast setup, we designate the first server in the topology
as the receiver. 16 senders are selected uniformly at random from
different racks and simultaneously transmit data to the receiver.
The incast traffic load is less than 2% of the network capacity.

Flow.zIp configuration. The detailed compression rules used by
Flow.zIp are described in Section 5.1. We assume the compressor
and decompressor are implemented in the server’s NIC, with the
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Figure 9: Slowdown under 80% for Hadoop.

default packet threshold for label assignment at 100. By default, we
limit the number of MPLS label entries per switch to 16K, aligning
with the capabilities of commodity switches [25-27]. To isolate the
effect of header compression, we ensure that MPLS-compressed
traffic follows the same path as the original uncompressed IP traffic.

Baselines. We compare Flow.zIP against two baselines:

(1) Original: The original, unmodified traffic without any form of
header compression.

(2) Robust Header Compression (ROHC): We also compare against
ROHC [18]. Per Section 2.2, ROHC is a classic solution that (a)
performs header compression and decompression at every interme-
diate Layer-3 device, and (b) maintains and manipulates state for
every flow in the network?.

8.1.1 Flow Completion Time for TCP

This section presents the flow completion time (FCT) and slowdown
for TCP/IPv6 traffic, both with and without tunneling, under various
network load levels and workloads. Slowdown is defined as the ratio
between a flow’s FCT in the presence of background traffic and its
FCT when running alone. To exclude initialization and termination
effects, we measure FCT and slowdown for user traffic generated
between 20% and 80% of the simulation duration. All reported FCTs
are normalized to the uncompressed baseline. We begin with results
under tunneling.

FCT under tunneling (Figure 8). As shown in the figure, Flow.z1p
significantly reduces FCT relative to the baseline, with consistent

Note that recent implementations of ROHC for data centers require programmable
switches in conjunction with FPGAs in a fashion that would result in half-duplex
throughput for the compressor and decompressor (halving effective throughput) [16].
To maintain this as an upper bound, we assume hardware that supports full-duplex
compression/decompression.
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Figure 11: Normalized FCT for RoCEv2 with VXLAN.

gains across different workloads. In particular, Flow.zip reduces FCT
by up to 58% compared to the uncompressed baseline and by up
to 46% compared to the ROHC baseline. ROHC is less effective in
this setting because it compresses only the outer tunnel header,
leaving inner headers uncompressed, thereby limiting its benefit
under tunneling.

Slowdown across different flow sizes (Figure 9). We next exam-
ine flow slowdown as a function of flow size. The results show that
the benefits of Flow.zIp increase with flow size, consistent with the
analysis in Section 6. For flows smaller than 10 KB, Flow.zIP reduces
average slowdown by approximately 43% and the 95th-percentile
slowdown by about 53% relative to the uncompressed baseline. For
flows larger than 1 MB, the reductions increase to approximately
62% and 68% for the average and 95th percentile, respectively.

FCT without tunneling (Figure 10). We also evaluate FCT in
the absence of VXLAN tunneling. At a 70% network load, Flow.zp
achieves an FCT reduction of approximately 14%, increasing to
about 23% under an 80% load. Without tunneling, Flow.zip delivers
FCT performance comparable to ROHC, typically within a 7% mar-
gin. ROHC attains slightly lower FCT in this scenario because it
compresses additional TCP header fields (e.g., TCP sequence and
acknowledgment numbers). However, ROHC relies on per-hop com-
pression and decompression, which is incompatible with modern
data center network architectures, as discussed in Section 2.

8.1.2 Flow Completion Time for RoCEv2

This section presents the flow completion time (FCT) for RoCEv2/IPv6
traffic. Non-tunneling results are in Appendix A.

FCT under tunneling (Figure 11). We find that the performance
advantage of Flow.zIP is consistent across RoCEv2 and TCP traffic.
For tunneled RoCEv?2 traffic, Flow.zip reduces FCT by up to 49%
relative to the uncompressed baseline and by up to 34% compared
to ROHC.
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Figure 13: Collective Communication.

Incast traffic (Figure 12). In these experiments, we inject incast
traffic on top of 40% load background traffic. We group flows by their
destination and report normalized FCT ratios. For traffic destined
to other racks, the normalized FCT under Flow.zIP remains around
80%, consistent with the results observed at 40% load in Figure 11.
In contrast, Flow.zip substantially reduces FCT for incast traffic as
well as for traffic destined to servers in the same rack as the incast
receiver. Specifically, Flow.zIp reduces the FCT of incast traffic by
up to 71%. These results demonstrate that even when the overall
network load is moderate, Flow.zp effectively mitigates transient,
localized congestion induced by incast traffic.

Collective communication (Figure 13). Following prior work [75],
we simulate an All-to-All communication workload representative
of MoE training. Specifically, within a block of 36 servers, each
server sends 8MB of data to all 36 servers in another block. Fig-
ure 13a reports the job completion time (JCT), measured as the
interval between the start of the first flow and the acknowledgment
of the last flow. Flow.zip reduces JCT by approximately 14% com-
pared to the uncompressed baseline and by 10% compared to ROHC.
Moreover, the gap between Flow.zP and the idealized case without
header overhead is less than 2%. Figure 13b shows the average flow
completion time (FCT) across all flows. Compared to the uncom-
pressed baseline, Flow.zIP reduces average FCT by approximately
17%, and by 12% relative to ROHC.

8.1.3 Deep Dive

This section provides a deeper analysis of how Flow.zIp mitigates
network congestion and improves FCT. The compression rates of
Flow.zIp are deferred to Appendix A.

Congestion signals (Figure 14). Figure 14a reports the ECN mark-
ing ratio for TCP/IPv6 traffic under tunneling, defined as the frac-
tion of ECN-marked packets among all packets and normalized
to the uncompressed baseline. Compared to the baseline, Flow.zp
reduces the ECN marking ratio by up to 25%, and by up to 18% rel-
ative to ROHC. Figure 14b shows the number of PAUSE messages
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Figure 15: FCT across different header types.

for RoCEv2/IPv6 traffic under tunneling. Flow.zp reduces PAUSE
events by up to 29% compared to the baseline, and by up to 21% rela-
tive to ROHC. Together, these results indicate that reducing header
size alleviates in-network congestion, which in turn improves flow
completion times.

FCT across different headers (Figure 15). Figure 15 compares
the average FCT under the Storage workload across different header
configurations. ’Original’ denotes traffic without tunneling, while
"+VXLAN’ denotes traffic with VXLAN tunneling. "Flow.zip’ and
"Flow.zip +VXLAN’ represent the corresponding configurations
with Flow.ziP compression enabled. These results highlight the
nonlinear sensitivity of FCT to network load, as discussed in Sec-
tion 2.1. For example, under DCTCP with VXLAN tunneling, the
average FCT increases from ~ 30 ps at 40% load to ~ 160 us at
80% load. After applying Flow.zIp, the average FCT at 80% load de-
creases to =~ 60 ys. Notably, after applying Flow.zp, the FCT under
tunneling becomes comparable to that of the non-tunneled case.
This is because the additional tunnel-header overhead is effectively
removed from packets and encoded into MPLS headers, reducing
network load and mitigating congestion.

8.1.4 Control Plane Overhead

We also analyze the control-plane overhead of Flow.zp under di-
verse workloads. Figure 16a presents the monitoring overhead,
defined as the traffic incurred when collecting large-flow statistics
across the network. The X-axis represents the total amount of user
traffic generated in the network. Even under heavy workloads with
4 Tbps of user traffic and millions of concurrent flows (e.g., the
Storage workload), the monitoring overhead remains below 0.5
Gbps (x0.01%). For workloads dominated by large flows (e.g., Web-
Search), the overhead is even lower—below 0.1 Gbps under 4 Tbps
of traffic. Figure 16b shows the update rate of Flow.zp, i.e., the num-
ber of flows requiring rule installation, updates, or deletions per
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Figure 17: Normalized FCT under varying load rates.

second. Even for 4 Tbps user traffic, Flow.zIp processes fewer than
30 K updates per second, which can be easily handled by a single
control-plane server. For comparison, modern production control
planes can sustain millions of flow updates per second [50, 52].

8.2 Testbed Experiments

Implementation details are provided in Section 7. We deploy Flow.zip
on a small-scale testbed consisting of three servers. Each server
generates IPv6 DCTCP flows based on the WebSearch workload
distribution and sends traffic to the others, following the setup de-
scribed in [53]. All three servers are connected to a first switch (i.e.,
the last-hop switch), where the compressor and decompressor are
implemented. This switch is connected to a second switch, which
is responsible for forwarding both IP and MPLS traffic.

Each packet from a sender first passes through the first switch
for compression, then through the second switch for forwarding,
and finally returns to the first switch for decompression before
being delivered to the destination server. The links between the
servers and the first switch are 25 Gbps, while the link between the
two switches are 10 Gbps. Uncompressed IP serves as the baseline
for these experiments due to lack of hardware support for ROHC.

FCT across different load rates (Figure 17). The FCT is nor-
malized to the baseline (no compression). As shown in the figure,
Flow.zip reduces the average FCT of all flows by up to 20%, and
the 99th percentile FCT by up to 25%. While the improvements
are smaller in the testbed compared to simulation, this is primarily
due to additional software overhead, such as kernel stack latency
and user-space processing, which contributes to overall FCT in
the testbed environment. Nonetheless, the results demonstrate that
Flow.zIP remains effective in reducing FCT even under real-world
conditions with non-negligible system overhead.

FCT across different flow sizes (Figure 18). We also measure
the normalized FCT across different flow sizes under an 80% load.



SIGCOMM ’26, August 17-21, 2026, Denver, CO, USA

—-—- Original —— Flow.ZIP
= 1.0 1.0
2 o
B09 \ w09
= 3
© Qo
gos Zos
° o
Z07 0.7
10t 10°  10° 10 10" 10° 10 10
Flow Size (Bytes) Flow Size (Bytes)
(a) Average. (b) 95th-percentile.
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The results show that the performance benefit of Flow.zIp increases
with flow size. For flows larger than 10 MB, Flow.zP reduces the
average FCT by up to 23% and the 95th percentile FCT by up to 26%.
Even for small flows under 100 KB, Flow.zrp still provides around
10% improvement, primarily due to reduced network load.

9 Discussion and Future Work

Limitations of Flow.zIp. Like other entropy-based encoding meth-
ods (e.g., Huffman coding [76]), Flow.zIP compresses headers by as-
signing fewer bits to more frequent patterns. Consequently, Flow.zIp
is most effective in low-entropy scenarios, where a small number
of flows dominate; its benefits diminish when traffic is composed
entirely of short, distinct flows. However, as discussed in Section 3,
such scenarios are uncommon in practice due to the high over-
head of establishing TCP/RDMA connections. Flow.zIP also inherits
constraints from the MPLS format. In particular, the MPLS traffic
class field is limited to 3 bits, compared to 8 bits in IPv6, restricting
the granularity of priority encoding. Flow.zIP can partially mitigate
this limitation by assigning different MPLS labels to differentiate
packets with different priorities within the same flow.

Scalability of Flow.zip. Flow.zIP can compress up to 16K concur-
rent large flows per device using 16K labels. Recent RDMA mea-
surements report fewer than 10 synchronized bursts per rack [77],
suggesting that label exhaustion is unlikely in practice. Even when
the number of concurrent large flows exceeds the per-device label
capacity, Flow.zIp can still improve performance by compressing
packets from the supported set of flows.

MPLS mechanism compatibility. As discussed in Section 3, al-
though MPLS is widely deployed in WAN [28, 29, 44], it is less
common in modern data-center networks. Importantly, Flow.zp
does not require exclusive use of the MPLS label space. In deploy-
ments where MPLS labels are already used for other purposes,
label-space partitioning can be employed to reserve a subset of la-
bels for Flow.zIP while maintaining isolation. Our evaluation shows
that Flow.zIp uses label space efficiently: reducing the per-device
label capacity from 16K to 4K results in less than a 2% FCT gap. Con-
sequently, Flow.zIP can coexist with other MPLS-based mechanisms
while consuming only a modest portion of the label space.

Extending beyond data centers. Although Flow.zIp targets scale-
out data center networks, its design can generalize to other envi-
ronments. In networks without centralized control, Flow.zIP could

Yinda Zhang, Liangcheng Yu, Gianni Antichi, Ran Ben Basat, and Vincent Liu

integrate with existing MPLS signaling protocols such as RSVP [29]
and LDP [45] to manage MPLS labels in a distributed manner. We

leave the exploration of these extensions to future work.

10 Related Work

Header compression. As discussed in Section 2, previous header
compression techniques—such as ROHC, 6LoWPAN, CRTP, and
IPHC [17-20]—were designed for low-bandwidth Layer 2 networks,
such as wireless networks. These approaches require each packet
to be decompressed and re-compressed at every Layer 3 device to
make routing decisions, making them impractical for modern data
center switches.

Several prior efforts [78-80] have explored applying traditional
compression schemes (e.g., ROHC) to MPLS networks. These ap-
proaches assume traffic is already MPLS-encapsulated and that
MPLS forwarding rules and label assignments remain fixed. They
compress MPLS/IP headers into an MPLS/ROHC representation,
but do not modify MPLS routing semantics or label allocation. In
contrast, compression in modern data centers requires a fundamen-
tally different design. Flow.zIp targets today’s data centers, which
are typically not MPLS-based, and repurposes MPLS labels as both
routing identifiers and compact encodings of L3/L4 header con-
text. This design enables header compression without requiring a
pre-existing MPLS deployment.

Traffic engineering. Prior work [28, 29, 44] uses MPLS for traffic
engineering in wide area networks by grouping flows and assigning
MPLS labels based on QoS requirements. These methods preserve
the full IP/TCP headers, appending them after the MPLS label with-
out compression. In contrast, Flow.zp repurposes MPLS for data
center networks to enable practical, efficient header compression.

Other sources of network overhead. Beyond header overhead,
several well-studied factors contribute to inefficiency in modern
data center networks, e.g., congestion within the host network [81,
82] or software stack inefficiencies (e.g., data copying) [83, 84].
While these issues arise from end-host behavior or protocol-layer
constraints, Flow.zIP targets a complementary dimension: header
overhead in the data plane, reducing redundant per-packet metadata
to improve overall network efficiency.

11 Conclusion

Despite prior efforts, packet header compression remains impracti-
cal for modern data centers, leaving header overhead a persistent
source of inefficiency. In this work, we take a backward-compatible
approach for today’s large-scale data center hardware. By repur-
posing standard MPLS and applying lightweight rule-based com-
pression at the last hop, Flow.zIp safely reduces header overhead
and significantly improves flow completion times under real-world
workloads.
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Figure 19: Normalized FCT for RoCEv2.
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Figure 20: Compression ratio over time under 80% load.

Appendix

Appendices are supporting material that has not been peer-reviewed.

A Evaluations

FCT without tunneling (Figure 19). As shown in the figure, at a
70% load, Flow.zp reduces FCT by up to 14%, and at an 80% load,
by up to 18%. Flow.zIp also achieves FCT performance comparable
to ROHC, typically within a 5% gap. This similarity arises because,
for RoCEv2 traffic, both Flow.zip and ROHC compress the same
header components (e.g., IPv6/UDP) while leaving the InfiniBand
BTH header uncompressed.
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Compression rate (Figure 20). We further examine the compres-
sion rate of Flow.zIP over time under different workloads, which
is defined as the ratio of user packets compressed in the network.
The convergence speed varies across workloads. For workloads
dominated by large flows (e.g., WebSearch), Flow.zlp compresses
over 90% of packets within 10 ms. Even in workloads with many
small flows (e.g., Storage), it still achieves over 80% compression
within 50 ms. These results demonstrate Flow.zip’s efficiency in
rapidly compressing the majority of user packets.

B Supporting middleboxes

Data-center traffic often traverses middleboxes such as load bal-
ancers, NATs, firewalls, and gateways that inspect or modify packet
headers [22, 85]. To ensure compatibility with these devices, one
straightforward approach is to have the middlebox decompress
incoming MPLS packets, perform processing, and then recompress
the packets before forwarding them.

In many cases, however, active decompression and recompres-
sion at the middlebox are unnecessary. Because compression is

applied only to established flows and each flow’s label mapping
remains fixed throughout its lifetime, the controller can proac-

tively install MPLS forwarding rules that preserve the intended
middlebox functionality. For middleboxes that only inspect packet
headers without modifying them (e.g., packet filters), if the rele-
vant header fields are encoded in Flow.zIP labels, the controller can
directly install rules that match on the corresponding MPLS labels.
For middleboxes that modify packet headers or insert additional
header fields, the controller can update the corresponding decom-
pression rules at the decompressor so that packets are correctly
reconstructed without requiring decompression at the middlebox.
Note that Flow.zIp performs header compression only within a
data-center network. Packets destined for remote data centers or
external networks are decompressed at the data-center gateway
and restored to their original format before leaving the Flow.zp
domain, consistent with conventional MPLS deployments. Con-
versely, packets entering the Flow.zlP domain can be compressed at
the ingress gateway before traversing the data-center network.
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