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Abstract

In cloud data centers, stateful load balancers (LBs) are crucial for
scaling applications and ensuring availability. Hardware load bal-
ancers (HLBs) implemented on programmable switches are increas-
ingly adopted for their high throughput and low latency. However,
existing approaches to scaling HLBs largely rely on VIP-based
partitioning and ECMP-driven scale-out. Such methods do not ade-
quately accommodate traffic dynamics or HLB-node heterogeneity,
and are prone to per-connection consistency (PCC) violations.

To address these issues, we present SlimeMold, a scale-out HLB
architecture that provides a global and unified Giant Connection
Table (GCT) across a multi-node HLB deployment. SlimeMold
partitions the GCT into fine-grained segments and assigns segments
to nodes in proportion to their capacities (CPS and connection-table
size). To make this practical, we design low-overhead node lookup,
efficient rebalancing with minimal state movement, and fast fault
tolerance with low performance impact. We implement SlimeMold
on the Broadcom BCM56788 SmartToR switch. Results from a real
testbed demonstrate near-linear scalability up to four logical nodes
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and fast failover with minimal performance degradation. Large-
scale simulations show that SlimeMold achieves over 98% resource
utilization despite node heterogeneity and dynamic traffic.
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1 Introduction

In modern cloud data centers, load balancers (LBs) play an essential
role in efficiently scaling cloud services by distributing incoming
application traffic across backend servers, by mapping virtual IP
addresses (VIPs) to direct IP addresses (DIPs) [30]. Typically, LBs use


mailto:ziyuanliu@buaa.edu.cn
mailto:zhniu@microsoft.com
mailto:rashu@microsoft.com
mailto:Zhangjianqin@ruijie.com.cn
mailto:Nanxi@ruijie.com.cn
mailto:Gaol@ruijie.com.cn
mailto:na.wang@broadcom.com
mailto:zongying.he@broadcom.com
mailto:Jacob.Nelson@microsoft.com
mailto:Dan.Ports@microsoft.com
mailto:Lihua.Yuan@microsoft.com
mailto:pengc@microsoft.com
mailto:yongqiang.xiong@microsoft.com
https://creativecommons.org/licenses/by/4.0
https://creativecommons.org/licenses/by/4.0
https://doi.org/10.1145/3815789.3827959
https://doi.org/10.1145/3815789.3827959
https://doi.org/10.1145/3815789.3827959

SoCC ’26, November 18-20, 2026, Singapore, Singapore

simple functions such as hashing to distribute traffic. However, DIP
changes caused by elasticity or failures can cause stateless decisions
to change. Thus, production systems widely use stateful layer-4 load
balancers that track prior load-balancing decisions using connection
tables [13-15, 30, 34]. With the rapid growth of applications in data
centers, the requirements placed on load balancers have increased
significantly. Such systems must simultaneously meet three critical
requirements: multi-terabit-per-second bandwidth, high connections-
per-second (CPS) rates, and large connection tables [28, 34].

Cloud providers built software-based load balancers (SLBs) such
as Maglev [13] and Ananta [30] to meet hyperscale demands. While
effective, these systems incurred substantial infrastructure cost, of-
ten requiring hundreds of servers to sustain traffic loads [15, 28].
Recent years have seen growing interest in hardware load bal-
ancers (HLBs) that exploit programmable switches to offload LB
logic, aiming for line-rate performance with lower cost and la-
tency [10, 14, 28]. Compared to software LBs, these systems achieve
impressive per-node gains. Duet [15] introduced a hybrid design
that shifted stable flows to switches, but struggled to maintain
per-connection consistency (PCC) during frequent DIP pool up-
dates—a common occurrence in dynamic cloud environments [28].
SilkRoad [28] is the first system to embed PCC directly into pro-
grammable switches. Tiara [34] pushes further by augmenting
switches with FPGA accelerators and servers, significantly extend-
ing both connection-table capacity and CPS throughput. Quanti-
tatively, SilkRoad and Tiara deliver up to 1.6 Tbps throughput and
microsecond-level tail latency (vs. tens of Gbps and hundreds of us
in software). SilkRoad supports around 200K CPS with a 100 MB
connection table, and Tiara sustains up to 1.8M CPS with a 4 GB
table.

Despite these achievements, SilkRoad and Tiara remain funda-
mentally scale-up designs, improving per-node CPS and connection
table size. SilkRoad makes a limited attempt at scale-out by assign-
ing or migrating VIPs across ToR, aggregation, and core switches,
with each switch independently maintaining per-connection state.
When a VIP’s load becomes too large, it must be reassigned or
migrated across different switch layers, reflecting the difficulty of
predicting VIP-level load distribution. This VIP-based distribution
assumes predictable flow patterns and stable VIP popularity [11, 13],
leading to frequent migrations, load imbalance, and added com-
plexity, while still falling short of connection-level distribution and
leaving scalability constrained by per-device limits. Tiara’s reliance
on specialized FPGA+switch hybrids, while powerful, bypasses the
abundant programmable resources already embedded in the data-
center fabric and requires costly hardware upgrades. As a result,
large-scale scalability is still fundamentally bounded by the physical
limits of individual devices.

This contrast motivates our key question: Can hardware load bal-
ancers move beyond scale-up and adopt a true scale-out architecture,
unifying distributed switch resources into one logical system?

To answer the question, we propose SlimeMold, a new para-
digm for HLB systems in data centers. SlimeMold pools the CPS
and connection-table capacity of individual switches into a global,
unified Giant Connection Table (GCT) for the entire HLB. This
GCT is divided into segments. The controller assigns each switch
a number of segments based on its connection-table size and CPS
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capacity. Each SlimeMold node is aware of the segment assign-
ments and can direct incoming traffic to the corresponding node
with the required connection state. This assignment is independent
of topology, flow distribution, traffic volume, and VIP variations,
ensuring linear scaling for the entire system and balanced resource
usage across all nodes. With the GCT, we can also utilize nodes with
heterogeneous connection tables and CPS capacities and achieve
fine-grained migration and low-overhead fault tolerance.

SlimeMold provides efficient algorithms for GCT partitioning
and assignment. To divide the GCT, SlimeMold sets the total number
of segments according to the scale of the network, guaranteeing
both high utilization and low lookup overhead on switch table
resources. Furthermore, SlimeMold introduces an efficient segment
rebalancing algorithm to maintain high utilization during node
changes or failures.

SlimeMold adopts a fast/slow-path design in which the software
slow path handles VIP-to-DIP decisions and maintains a full replica
of the connection state, making the GCT abstraction practical: mi-
gration and failover reduce to copying connection-table state in
the slow path and then loading the affected entries into the switch
pipeline on demand. For fault tolerance, SlimeMold uses standard
nodes as backups without dedicated standby devices. Backups are
organized at segment granularity, where each segment is replicated
to two backup nodes and a node’s segments are distributed across
many backups to avoid hotspots. This design is feasible because the
slow path has ample memory to hold the replicated state, while the
hardware fast path reserves only a small fraction of entries to absorb
traffic from failed segments, enabling low-overhead recovery.

We design an efficient SlimeMold node pipeline that leverages the
characteristics of programmable architectures, incorporating packet
filters, multiple tables, and packet modifiers to realize the required
packet processing functions. For implementation, we select the
Ragile SmartToR Switch equipped with the Broadcom BCM56788
SmartToR chip [1], a practical programmable switching ASIC in-
tended for next-generation ToR deployments. This chip supports
the Network Programming Language (NPL) [3], making it suitable
for realizing SlimeMold on production-grade hardware. Finally, we
validate the feasibility and scalability of SlimeMold through both a
real testbed and large-scale simulations.

This paper makes the following contributions.

e We propose SlimeMold, a new paradigm for hardware load bal-
ancing that enables connection-level scale-out. By introducing a
global GCT, SlimeMold aggregates the CPS and connection ta-
ble capacities of multiple programmable switches into a single
logical HLB.

e We design key mechanisms for practical and efficient operation
of the GCT, including segment partitioning, capacity-aware as-
signment, minimal-movement rebalancing, and efficient fault
tolerance.

e We implement SlimeMold on a Broadcom 56788 SmartToR switch
with production-grade programmability, demonstrating the fea-
sibility of deploying GCT-based scale-out in real hardware.

e Our evaluation shows that SlimeMold achieves linear scaling
across up to four logical nodes in a real testbed, fast failover with
minimal performance impact, and above 98% resource utilization
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in large-scale simulations under heterogeneous and dynamic
workloads.

2 Background and Motivation
2.1 Limitations of Existing HLB Designs

LBs are essential components in data centers as they distribute
client requests across multiple backend servers, enhancing service
reliability and scalability. The operation of an LB can be intuitively
understood as involving two primary steps: server selection (DIP
decision) and packet forwarding. During the server selection phase,
when a new client flow arrives targeting a VIP, the LB selects a
backend server (DIP) based on certain policies, such as hashing or
round-robin selection. Subsequently, during packet forwarding, all
packets belonging to the established flow are consistently routed
to the chosen DIP.

Among various LB designs, stateful load balancers [2, 13, 30, 34]
are widely adopted because they maintain a connection table
to track flow-to-server mappings. This approach ensures per-
connection consistency (PCC), meaning that once a connection
is established, subsequent packets are consistently forwarded to
the same server, even if the backend server pool changes. PCC is
essential because flows carry state (e.g., TCP state machines) that
only the selected server can correctly process.

Historically, many production LBs have been implemented using
software solutions [2, 13, 30]. However, software-based solutions
often incur significant operational expenses, primarily due to their
high resource consumption and maintenance overhead.

2.2 Hardware LBs

Recent years have witnessed the emergence of HLBs, which offload
LB logic to programmable networking devices. Compared to soft-
ware LBs, HLBs deliver substantial advantages: higher throughput,
lower latency, and improved cost and energy efficiency. For exam-
ple, Duet [15] and Rubik [14] improve efficiency by offloading stable
traffic to switches and using SLBs only for complex exceptions.

Most HLBs, however, follow a scale-up design philosophy,
pushing more functionality and resources into a single node.
SilkRoad [28] illustrates this by embedding LB logic directly into
programmable switches. Tiara [34] exemplifies pure scale-up, com-
bining programmable switches with FPGAs and servers to build a
powerful single-node LB. These designs deliver dramatic perfor-
mance gains but remain fundamentally bounded by device-level
capacity.

Quantitatively, SilkRoad and Tiara achieve up to 1.6 Tbps
throughput and sub-4ys tail latency, far surpassing software solu-
tions such as SMux (38 Gbps, ~100us). These results firmly establish
HLBs as the next generation of LB architecture.

Nevertheless, both SilkRoad and Tiara remain constrained by
the physical limits of a single device. Programmable switches today
only offer tens of MBs of on-chip memory (50-100MB) for connec-
tion tables [15, 22, 24], and their CPS capacity remains bounded at
around 100K [10, 34]. While SilkRoad makes limited attempts at dis-
tributing VIPs across nodes, this approach remains coarse-grained
and cannot scale effectively. Tiara, on the other hand, demonstrates
the peak of single-node scale-up, but fails to leverage the abundant
programmable resources already present in the datacenter fabric.
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We next examine the fundamental limitations of both scale-up
designs and limited attempts at scale-out, which reveal why neither
approach suffices as a long-term solution.

2.2.1  Limits of VIP-based Scale-out. Solutions like SilkRoad [28]
attempt to enhance scalability by deploying HLBs across differ-
ent network tiers (e.g., ToR, aggregation, core) and dynamically
migrating VIP traffic between them. While this design partially re-
alizes scale-out, its traffic distribution remains largely constrained
by VIP-granularity assignments. This can lead to several issues:
(1) It is difficult to reliably enforce PCC in this setting: it relies on
ECMP at in-path switches to distribute traffic when two HLBs serve
the same VIP; however, this ECMP-based distribution can violate
PCC under failures, since in-path ECMP is stateless—changes in
links or HLB membership can reshuffle paths and break PCC [13].
(2) 1t is difficult to allocate VIPs optimally a priori because VIP
demand is inherently dynamic: fluctuating traffic patterns [11, 13],
unpredictable VIP popularity [34], and varying numbers of active
VIPs [34] all contribute to load imbalance across nodes; and (3)
Migration overhead can be substantial [15]: suboptimal VIP as-
signments force frequent cross-layer migrations that can create
bottlenecks and prevent full utilization of the switch pipeline. Thus,
VIP-granularity distribution cannot provide robust, system-wide
scalability.

2.2.2  Limits of Scale-up: Underutilized In-network Resources. Scale-
up designs such as Tiara [34] deliver impressive single-node per-
formance by concentrating functionality into specialized hardware
or new hybrid devices (e.g., FPGA-switch combinations). How-
ever, this approach overlooks the abundant programmable switches
already widely deployed in datacenter fabrics—including Broad-
com’s Trident series [7], Nvidia’s Spectrum series [6], and emerging
disaggregated designs such as Sirius [9]. As a result, significant in-
network resources remain underutilized, while operators must still
invest in costly and power-hungry additional hardware. Further-
more, even the most aggressive scale-up strategies cannot eliminate
the inherent single-node bottlenecks of CPS, connection-table size,
and bandwidth. This raises a question: how can we effectively
achieve scale-out to overcome the limitations of scale-up designs?

2.3 Opportunities and Challenges

With the widespread deployment of programmable networking de-
vices, a natural opportunity arises to move beyond scale-up designs.
A true scale-out architecture would enable multiple heterogeneous
switches to cooperate as a unified logical LB, pooling their CPS,
connection-table, and bandwidth resources to overcome the inher-
ent limits of individual nodes.

However, enabling true scale-out is non-trivial. Several chal-
lenges must be addressed: (1) Distributed resources need to be glob-
ally coordinated to appear as one logical system, (2) Heterogeneous
hardware capacities require careful capacity-aware allocation, and
(3) Robust mechanisms are needed to support dynamic scaling, flow
migration, and fault tolerance in a distributed and heterogeneous
environment.

We propose SlimeMold (Fig. 1(b)) to address these challenges.
Unlike existing approaches that distribute traffic at VIP granularity
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Figure 1: Difference Between Existing Approaches and SlimeMold

and rely on ECMP for node selection (Fig. 1(a)), SlimeMold intro-
duces a global connection table (GCT), logically segmented across
multiple switches and centrally managed. Each switch is assigned
GCT segments proportional to its connection-table size and CPS
capacity. This design enables efficient resource utilization across
heterogeneous devices, simplifies fault-tolerant scaling and flow
migration, and significantly improves the scalability of LB systems.

3 SlimeMold Design

In this section, we overview SlimeMold’s architecture and work-
flow (§3.1), and introduce the Giant Connection Table (GCT) that
pools resources across all nodes (§3.2). Next, we detail the hybrid
fast/slow-path node design (§3.3), the failover mechanism for high
availability (§3.4), and existing switch coexistence (§3.5).

3.1 SlimeMold Overview

To maximize the utilization of programmable switch resources,
SlimeMold is designed to be deployed on all available programmable
switches within the data center. Nodes with insufficient resources
to host connection table entries participate in the system solely for
table lookups. Switches at the boundary of the SlimeMold deploy-
ment (i.e., ToR and core switches) announce the full range of VIP
addresses; thus, traffic destined for a VIP is routed to the nearest
SlimeMold node via standard routing protocols.

SlimeMold aggregates the memory resources of all participating
nodes to form a logical Giant Connection Table (GCT). Connection
entries are distributed across these nodes. Each node maintains a
lookup mechanism to identify and forward packets to the specific
node hosting the relevant connection entry.

Figure 2 illustrates the architecture and packet workflow: (1)
An incoming packet reaches an entrance SlimeMold node, which
identifies the target node responsible for the flow’s segment. (2)
The packet is forwarded to this target node, which queries its lo-
cal connection table to retrieve the Direct IP (DIP) and forwards
the packet to the backend server. SlimeMold encapsulates packets
between nodes to facilitate routing and stage identification.

SlimeMold employs hashing to partition the GCT. The key space
is divided into equal-sized ranges, referred to as segments. Each
segment is exclusively assigned to a single SlimeMold node, though
ownership can be transferred during rebalancing or failure recovery.

To determine segment ownership, each node maintains a segment
lookup table—a complete mapping of segments to their host nodes.
We opted for this single-level lookup design to strike a balance

between memory overhead and the latency induced by routing
detours.

Regarding the extra hops caused by these detours, our approach
incurs overhead comparable to existing solutions. Conventional
systems typically partition VIPs across the network, meaning the
node announcing a VIP is not necessarily on the shortest path
for all incoming traffic. While locality optimizations are possible,
maintaining them under dynamic traffic conditions is challenging.
Since SlimeMold also distributes state globally, the degree of traf-
fic detouring remains similar to that of standard VIP partitioning
schemes. Furthermore, production cloud LBs commonly enable Di-
rect Server Return (DSR), where distinct client requests traverse
the LB while large server responses bypass it entirely [13, 30]; this
standard practice further mitigates the impact of LB-side bandwidth
consumption in our system. In terms of memory, this single-level
lookup table incurs approximately 1.6% capacity overhead in a typi-
cal deployment of one thousand switches. While a two-level lookup
scheme could further reduce this memory footprint, it would im-
pose a significantly higher hop penalty, making the single-level
approach more favorable.

A logically centralized global controller manages the initial dis-
tribution (Algorithm 1), rebalancing (Algorithm 2), and failure-
handling preparation (Algorithm 3) of GCT segments, detailed in
Appendices B-D of the extended version [27]. While the controller
interacts with SlimeMold nodes as a single logical entity, it can be
implemented as a distributed system to ensure high availability.

3.2 Giant Connection Table

One of the key questions SlimeMold should address is how to parti-
tion the GCT under dynamic workloads and heterogeneous node
capacities. Specifically, we divide the decision into two steps: 1)
decide the total number of segments (§3.2.1) and 2) assign seg-
ments to each node and rebalance segments if the requirements
change (§3.2.2). Additionally, SlimeMold provides a mechanism for
migrating GCT entries between nodes during rebalancing.

3.2.1 GCT partitioning. Hashing effectively distributes load across
segments. When distributing load at the segment granularity, the
total number of segments must be sufficiently large to ensure bal-
anced distribution among nodes with varying capacities. However,
we observe that due to traffic randomness, resource utilization
saturates beyond a certain number of segments.

Let N denote the number of nodes in SlimeMold. We introduce
a scaling ratio r to determine the total number of segments relative
to the cluster size. The total number of segments, N, is calculated
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Figure 2: SlimeMold System Architecture Overview

as N, = 2M1°82(rN)1 We enforce Nj to be a power of two to facilitate
efficient mapping of flow hash values to segment indices via bitwise
masking on switch hardware.

Determining the optimal r analytically is difficult due to varia-
tions in workload patterns and resource fragmentation. Instead, our
experiments show that r = 200 is the smallest value that achieves
near-maximum resource utilization across diverse traffic distribu-
tions (detailed in §6.4).

3.2.2 GCT assignment. The objectives of GCT assignment are
twofold: 1) to maximize resource utilization by maintaining bal-
anced load distribution across nodes, and 2) to minimize the number
of migrated segments during rebalancing by maximizing locality
(i.e., minimizing state migration).

While Consistent Hashing [21] and Rendezvous Hashing [33] fa-
vor locality, they often sacrifice precise load balancing. Conversely,
Maglev Hashing [13] provides superior load balancing but exhibits
poor locality, resulting in unnecessary state migration during up-
dates. SlimeMold introduces an optimized assignment strategy to
overcome these limitations.

When a node change occurs, Maglev hashing regenerates the
mapping between the segments (buckets in the Maglev paper) and
the nodes (backends in the Maglev paper) for all segments [13].
Although the assignment algorithm attempts to keep most segments
unaffected, there are still many unnecessary movements, which is
far from optimal. Instead, SlimeMold divides the assignment into
two separate steps: deciding the number of segments on system
initialization and moving a minimal number of segments during
rebalancing. The details of the two steps are as follows.

Segment allocation. Since hashing ensures load uniformity across
segments, the specific identity of segments assigned to a node is
irrelevant for load balancing; only the number of segments matters.
Let the capacity of the i-th node be ¢;, and the total capacity be
C = Y ¢;. We allocate segments as follows: First, each node i is
assigned a baseline of s; = [ (¢;/C) X N;| segments. Any remaining
unassigned segments are distributed greedily to nodes starting with
the highest capacity. This approach minimizes the relative impact
of the additional load, as adding a segment to a high-capacity node
causes a smaller percentage increase in load than adding it to a low-
capacity node. Appendix B of the extended version [27] provides
the algorithm details.

Segment rebalancing. When segment rebalancing is required, our
goal is to minimize the number of migrated segments by moving

segments only when a node’s allocated quota changes. Let s! and
s® denote the segment allocations before and after a change, respec-
tively. We define the discrepancy for node i as §; = s* — s;. The
minimum number of segments to transfer, Nirans, is 25,50 ;- To
generate the migration plan, we iteratively transfer segments from
nodes with a surplus (§; < 0) to nodes with a deficit (6; > 0) until
all discrepancies are resolved, ensuring that exactly Nirans segments
are moved (detailed in Appendix C of the extended version [27]).

Given SlimeMold’s effective load balancing capabilities, rebal-
ancing is triggered solely by changes in node capacity—such as
failures or resource reallocation for shared services—rather than
by transient workload dynamics. While shared services may ex-
hibit oscillating resource requirements, we assume that data center
operators adjust resource allocations over intervals significantly
longer than the SlimeMold migration duration (typically tens of sec-
onds). Consequently, this rebalancing mechanism avoids inducing
system-wide oscillation.

3.2.3  Segment migration. During segment migration, the source
node redirects packets belonging to the migrating segments to the
destination node instead of routing them directly to the DIP. If the
source node already holds a connection table entry for a flow, it
piggybacks this state information onto the redirected packet to
synchronize the destination. This is achieved by setting a specific
migration flag in the packet header. Upon receiving a flagged packet,
the destination node queries its local connection table and inserts
the new entry only if a matching record is absent. This mechanism
effectively prevents redundant state insertions.

The migration process continues for the duration of one aging
period—the maximum idle time configured by the network operator
(e.g., 10 seconds)—after which inactive flow states are discarded.
Throughout this window, the source node forwards packets and
piggybacks state data to the destination. By the end of the aging
period, all active flows are synchronized, while idle flows naturally
expire. This ensures that the destination node possesses all valid
states, allowing for a safe transition of segment ownership.

It is important to note that while this design balances system
complexity with consistency, it does not guarantee absolute strict
consistency in one edge case: a flow’s Per-Connection Consistency
(PCC) could be violated if every single packet of that flow fails
to reach the destination throughout the entire migration period.
However, for active flows, the probability of complete packet loss
over a full aging cycle is negligible.
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3.3 SlimeMold Node

Each SlimeMold node comprises a fast path built within the pro-
grammable switch pipeline and a slow path running on the switch
control-plane. Given the limited memory resources of the switch
pipeline, we carefully partition functionality between these two
components. In this subsection, we focus on the primary feature of
the fast path: the hardware connection table. (The detailed fast path
design is provided in Appendix A of the extended version [27], and
other modules like packet filters are omitted here for brevity). The
slow path handles VIP-to-DIP mapping decisions and maintains a
software connection table. This software table serves a dual purpose:
it acts as an overflow buffer for the hardware table to absorb traffic
bursts and stores state replicas from remote nodes to ensure fault
tolerance.

Figure 3 illustrates the detailed architecture of a SlimeMold node
and the connection table lookup workflow. In SlimeMold, if a lookup
in the hardware connection table misses, the packet is forwarded to
the slow path on the switch’s control-plane CPU. The slow path soft-
ware first queries its software connection table using the packet’s
5-tuple. A hit indicates that the entry is either a recovered backup
from another node or an overflow from the fast path. The lookup
result is encapsulated in the packet header and sent back to the
switch, which installs the entry into the hardware connection table
and forwards the packet.

Conceptually, the SlimeMold switch control-plane functions anal-
ogously to a software Layer-4 load balancer, albeit without the
responsibility of packet forwarding. Since modern software LBs
achieve significantly higher CPS and support much larger connec-
tion tables than hardware-constrained LBs [34], the control-plane
does not constitute a performance bottleneck in our design.

Multiple packets from the same flow may arrive before the hard-
ware connection-table insertion completes, because both the slow-
path lookup and the table update take time. Multiple inserts on the
same hash key may waste the insertion bandwidth of the connec-
tion table. We add a timestamp to the software connection table to
mitigate the problem. Once a hardware connection table insert is
triggered, the timestamp is stored in the flow’s software connection
table. The slow path only issues a new table insert for a flow if the
difference between the current time and the timestamp is greater
than a given threshold.

3.4 Fault Tolerance

Node failures are inevitable in distributed systems. SlimeMold’s
fault tolerance mechanism aims to prevent connection state loss,
minimize the impact on system capacity, and preserve availability
during recovery.

In SlimeMold, we eliminate the need for dedicated backup nodes
by utilizing standard nodes to serve as mutual backups for one
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another. In this model, the role of a ’backup node’ is logical rather
than physical, defined on a per-segment basis. To prevent resource
hotspots during failures, the backups for segments from a single
primary node are distributed across multiple different nodes. Con-
versely, each node acts as a backup for segments from multiple
primary nodes. By default, we maintain two backups per segment,
which implies a threefold capacity requirement for the software
connection table in the slow path compared to a system without
replication. However, since the slow path runs on the control-plane
with ample memory, this software overhead is negligible. The hard-
ware fast path, which is more constrained, only needs to reserve
a small buffer to absorb traffic from potentially failed segments
during recovery.

While our design prioritizes high availability, SlimeMold adopts
a pragmatic consistency model. Specifically, PCC is maintained
for the vast majority of flows, but the system does not strictly
guarantee zero state loss during failures. Since state synchronization
occurs asynchronously, flows established immediately prior to a
node failure—within the replication latency window (typically sub-
millisecond)—may not be preserved. However, given that flow states
are immutable once created, complex synchronization mechanisms
like versioning are unnecessary. This trade-off simplifies the design
while maintaining acceptable reliability for layer-4 load balancing.

In the rare event of state loss for a recent flow, SlimeMold treats
the subsequent packet as a new connection request and initiates
the standard load balancing process. Given the infrequency of these
events—occurring only during the narrow replication window of a
node failure—the performance impact on switch nodes is negligible.
Furthermore, because the load balancing algorithm ensures uniform
DIP distribution, these occasional recalculations do not create traffic
hotspots or microbursts among backend servers.

The remainder of this subsection details the failover design,
comprising three mechanisms: efficient connection table backup
(§3.4.1), optimized backup node selection (§3.4.2), and strategies to
preserve service availability during recovery (§3.4.3).

3.4.1 States replication. Existing solutions for backing up pro-
grammable network states often introduce significant latency or
resource overhead. For instance, RedPlane [23] relies on exter-
nal storage, leading to seconds-long recovery times and unaccept-
able packet drops. Alternatively, active-standby approaches [9] can
achieve high availability but require reserving 50% of the connec-
tion table capacity for backups, directly contradicting our goal of
maximizing resource utilization.

SlimeMold leverages its distributed architecture and hybrid
fast/slow path design to implement an efficient fault tolerance
scheme. Instead of using dedicated backup nodes, we replicate
connection tables to the slow path of remote nodes. State synchro-
nization is periodically triggered with a replication latency window
(typically sub-millisecond). Since we allow minor state anomalies,
we employ a lightweight asynchronous replication mechanism over
a reliable channel (TCP) rather than a heavy strong consistency
protocol.

During recovery, the backup node functions similarly to a mi-
gration destination. Traffic redirected to the backup node initially
causes a hardware table miss. The node then retrieves the corre-
sponding flow state from its local software backup, installs it into
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the hardware connection table, and forwards the packet, effectively
restoring the data-plane path as illustrated in Figure 3.

3.4.2  Backup node selection. To avoid making a specific backup
node the system hotspot during failure recovery, SlimeMold dis-
tributes the backup responsibility for a node’s segments across
multiple peers. Backup selection is performed at the segment level,
allowing for granular traffic redirection via simple updates to the
lookup table. The SlimeMold controller manages backup placement
globally with two key objectives: 1) maximize the distribution of a
node’s backups to prevent hotspots during single-node failures, and
2) evenly balance the total backup load across all nodes to mitigate
the impact of concurrent failures. By default, SlimeMold maintains
two backup replicas per segment to tolerate simultaneous node
failures, a parameter configurable by data center operators.

The backup selection process follows a greedy approach to en-
sure balanced distribution. For each segment, the controller assigns
backup nodes that currently host the fewest backup segments. This
strategy ensures that backup responsibilities are uniformly dis-
tributed across the cluster. The detailed procedure is outlined in
Appendix D of the extended version [27]. Notably, since concurrent
failures are statistically rare, we prioritize uniform distribution over
strictly optimizing for available fast path capacity.

We classify failures into two categories: temporary and long-
term. Temporary failures (e.g., reboots) are resolved automatically;
once the node recovers, ownership of its segments is restored with
a segment migration process. Long-term failures require manual
intervention. Since the initial backup assignment prioritizes disper-
sion rather than optimal hardware utilization, a long-term failure
may result in suboptimal resource usage on backup nodes. In such
cases, the controller initiates a rebalancing process to optimize the
GCT layout. Given the infrequency of switch failures [16, 32], this
occasional rebalancing imposes minimal overhead.

3.4.3  Preserving System Availability. Standard routing protocols
may continue forwarding packets to a failed node until convergence,
requiring a mechanism to maintain service availability during this
window. While updating the global lookup tables to redirect traffic
to backup nodes is the ultimate solution, this process involves
network-wide state updates and is too slow for immediate failure
response. Consequently, a faster, lower-level mechanism is required
to bridge this gap.

SlimeMold leverages the Virtual Router Redundancy Protocol
(VRRP) [29] for rapid failure reaction. As shown in Figure 4, every

SlimeMold node operates as a VRRP master for a specific virtual
IP group. For each group, the controller assigns a VRRP backup
node. Upon detection of a failure, the VRRP backup immediately
assumes the master role, attracting all traffic originally destined for
the failed node.

A key design challenge is the mismatch between backup granu-
larities. State backups are distributed per-segment across multiple
nodes (approx. r = 200 segments/node), whereas VRRP operates
at per-interface or per-group granularity. Coupling VRRP directly
with state backups would require maintenance of hundreds of VRRP
groups per node, each with a unique virtual IP—a configuration that
is both complex and resource-intensive. To resolve this, SlimeMold
decouples the fast-response VRRP backup from the state preser-
vation backup. A failed node’s designated VRRP peer acts as a
temporary funnel; it receives the aggregate traffic for the failed
node and forwards packets to their respective segment owners (the
state backups). This is achieved via a compact forwarding table
on the VRRP peer (orange line in Figure 4). The size of this table
corresponds to the number of segments owned by the failed node,
imposing negligible memory overhead.

While this indirection preserves availability, it introduces a "de-
tour" latency. Therefore, this mechanism serves as a temporary
bridge. To minimize the duration of the detour, the VRRP backup
node actively notifies the controller upon receiving redirected traf-
fic. As the controller updates the global lookup tables, traffic is
progressively shifted directly to the new segment owners. Once the
global update is complete, the VRRP peer ceases its forwarding role.
For nodes that previously used the failed node as their VRRP backup,
the controller establishes new VRRP groups to restore redundancy.

To simplify management, the controller employs a greedy algo-
rithm to select per-node VRRP backups from adjacent peers, priori-
tizing those with the fewest existing VRRP backup responsibilities.
While the minimal configuration requires one VRRP backup per
group, operators can configure multiple VRRP backups to enhance
resilience against simultaneous failures.

3.5 Deployment and Coexistence

We discuss three practical considerations for deploying SlimeM-
old: the scenarios it targets, how it coexists with existing switch
functions, and how it generalizes across programmable ASICs.

3.5.1 Concrete application scenarios. SlimeMold targets cloud L4
load-balancing scenarios where a hot VIP, bursty short connections,
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or heterogeneous HLB devices can exceed the connection-table or
CPS capacity of a single switch. In such cases, VIP-level partitioning
is too coarse-grained and may cause imbalance or unnecessary
migration. A network-wide Giant Connection Table allows multiple
programmable switches to pool their connection-table and CPS
resources and distribute state at fine-grained segment granularity.

3.5.2 Coexistence with switch-level policies such as ACLs and QoS.
SlimeMold complements existing switch functions rather than re-
placing them. It is triggered only for traffic matching LB VIP pre-
fixes, while non-LB traffic follows the normal routing pipeline. For
LB traffic, ACLs and classification can be applied before SlimeM-
old processing. QoS metadata can be carried over to the traffic
manager for buffer allocation, queue scheduling, shaping, and
congestion/flow-control mechanisms such as PFC and ECN, and can
be preserved across encapsulation and decapsulation. SlimeMold
likewise does not override the fabric’s routing or ECMP/WCMP-
based traffic-engineering decisions: it relies on standard routing
to reach the nearest entrance node and to forward from the state
node to the DIP, so operator-configured route weights and TE poli-
cies continue to govern inter-switch forwarding. In other words,
SlimeMold only determines which node holds a flow’s state, not
how packets are routed between switches.

3.5.3  Generalization across programmable ASIC products and gener-
ations. Although our prototype uses Broadcom BCM56788-specific
resources such as FORTE tiles and hardware learning, SlimeMold
does not rely on Trident-specific semantics. It only requires com-
mon programmable-switch primitives, including VIP classification,
flow-key hashing, match-action or hash-table lookup, packet encap-
sulation/decapsulation, and control-plane table updates. Differences
across ASICs are captured by SlimeMold’s capacity-aware segment
assignment.

4 Implementation

We implement a SlimeMold prototype on the Broadcom BCM56788
SmartToR chip [1]. Users can program their own data-plane be-
haviors on this chip using the Network Programming Language
(NPL). This chip also integrates multiple on-chip Cortex-R series
ARM cores for real-time assistance in data-plane and control-plane
processing. We implement all features of SlimeMold nodes with
3.7K lines of NPL code for the programmable data-plane and 1.7K
lines of C code for the ARM cores. All tables and packet processing
logic are implemented on the programmable data-plane. The C
code on the ARM cores assists with connection-table insertion and
deletion operations.

For lookup tables, we use the on-chip hash computation module
to calculate the hash of the segment index, and use the hash table
resource to implement lookup tables. The VIP table is implemented
using the hash table. Each of these tables has 10K entries. Because
the hash computation module must work after the normal switch
routing table in the switch pipeline, we cannot leverage the normal
routing table for packets that pass the lookup tables. Instead, we
directly encode the egress port as the value in the lookup tables.

We use the FORTE tile resource in BCM56788 to implement a
large connection table with 1M entries. The FORTE tiles are SRAM
tiles shared across multiple stages in the ingress/egress pipeline.
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Each entry has a 5-tuple (source IP, source port, VIP index in VIP
table, protocol flag (UDP or TCP)) as the key, and a DIP index as
the value (or policy action in Broadcom’s terminology). The DIP
index is used as an array index to query another hash table with
64K entries to get full information about the DIP. We implement
a fast indexing pass in the switch hardware pipeline and a slow
index update pass in the ARM software. Thus, the query operation
is performed purely on the hardware. Creation and deletion are
implemented using a hybrid hardware/software path.

There is a hardware learning module on the chip to accelerate
insertion into FORTE, which can manage the insertion entirely
in hardware. We take advantage of this module to implement the
creation operation. The module can learn the required keys from
the packet and insert an entry into the connection table with the
default policy action. The ARM core then updates the policy action
to the target value.

We implement a SlimeMold controller in 1.5K lines of C++ in-
cluding all algorithms designed for SlimeMold. Communication
between the controller and SlimeMold’s nodes is facilitated via
gRPC [5]. Upon setup, a node establishes a gRPC channel to con-
nect with the controller, and uses an RPC to register itself. This
channel also serves for the node to inform the controller about any
failures in its BFD pair. To direct a node’s actions based on events
such as node failure or load rebalancing, the controller establishes
an additional channel with the node, invoking the node’s RPCs to
manage its future behavior.

5 Real Testbed Evaluation

In this section, we evaluate the design of the SlimeMold system on
real hardware. Specifically, we evaluate the scalability of SlimeMold
in a four-node setting. In addition, we evaluate single-node per-
formance, especially its ability to process connection-table entries
during essential operations.

We built an Ethernet switch using the Broadcom BCM56788 [1]
programmable switch chip with 32 100Gbps ports. The switch ran
the SlimeMold prototype that we implemented. We manufactured
two switches and divided them into four logical SlimeMold nodes:
T1 combined with T2 on a single switch, while L1 and L2 shared
another switch. SlimeMold nodes on different switches were con-
nected by 100Gbps links in a full mesh topology, shown in Fig. 5.
We implemented static hashing for the VIP-to-DIP decision on the
switch control-plane CPU. We used two Spirent FX3-100GQ-T2
test modules [4] to evaluate the characteristics of the prototype.
One operated as a traffic generator, and the other performed mea-
surement. In addition, there were two servers connected to T1 and
T2, respectively. We set the table insert threshold to 5 ys because
the RTT and table insert latency are very low in our testbed. Our
hardware testbed validates SlimeMold’s data-plane mechanisms,
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Table 1: Performance of Four Logical Nodes

# of Nodes 1 2 3 4
# of Connections | 444K 893K 1333K  1770K
Scalability Factor | 100% 100.6% 100.1% 99.7%
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Figure 6: Performance of Different Operations

local failover behavior, and four-logical-node scaling, but it does not
reproduce a full deployment with many independent ingress nodes.
We therefore evaluate distributed behavior using the large-scale
simulator in §6.

5.1 SlimeMold System Performance

In this evaluation, we test whether SlimeMold can fully utilize
the connection-table resources on all available nodes and achieve
linear scaling. To measure the total capacity of the Connection Table
of SlimeMold, we increase the number of long-lived connections
injected into the system at a granularity of 1K, and stop when
the packet drop rate exceeds 1%. To generate traffic, we uniformly
choose the source IP from 192.0.0.1 to 192.255.255.255, and fix the
destination IP as 172.0.0.1. The traffic protocol is TCP. The source
port is randomly selected from the range 1024 to 65535, and the
destination port is fixed at 80.

The available connection-table capacity on each logical node is
about 500K. However, because of severe hash collisions when table
occupancy is high, insertions may fail after exceeding the retry
limit. We treat the node as fully utilized when the drop rate is over
1%. Due to randomness in multiple factors, there is always some
variance in the results. For n nodes, the scalability factor is defined
as the measured performance divided by n times the single-node
performance. The results are summarized in Table 1. The results
demonstrate that SlimeMold achieves linear scaling from one to
four logical nodes.

5.2 Single Node Performance

In this section, we measure the performance characteristics of a
single SlimeMold node in detail. We measure the performance of
a SlimeMold node using traffic generated by multiple Spirent test
modules. A Spirent test module is connected to two ports and sends
bidirectional traffic to test the throughput and latency between
these ports. We first insert 50% flow entries into the Connection Ta-
ble. Then we generate 1500-byte packets whose destination address
is in the Connection Table and measure throughput and latency.
The throughput is the sum of the line rate of the two connected
ports. For latency, the results have little variation but all measure-
ments are less than 2us. The result demonstrates that SlimeMold’s
logic does not have a large impact on the network performance.
Because we do not have enough traffic generators, we cannot test
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larger throughput. As FORTE tiles can achieve line rate lookup, we
expect to achieve the maximum chip performance 8Tbps with a
larger testbed.

We further evaluated the performance of Connection Table op-
erations, specifically insertions and deletions, with results plotted
in Fig. 6. Error bars indicate standard deviation across five repeated
experiments. The standard deviation is below 0.5% of the mean for
all metrics except the 10% occupancy point in insertion and the
deletion latency, so the error bars are largely invisible. To quantify
the insertion capability (Operations Per Second, OPS), we inserted 1
million entries into the SlimeMold node and measured the average
insertion rate at varying occupancy levels (from 0.1M to 1M in
0.1M increments). To measure insertion latency, we configured the
switch to set a flag bit upon a Connection Table hit, then calculated
the time elapsed between sending the initial packet and receiv-
ing the first flagged packet. The average insertion speed observed
was 1.487MOPS, significantly outperforming existing control-plane-
based methods like SilkRoad [28]. This acceleration is attributed
to the offloading of hash computation and table management to
the Broadcom SmartToR hardware [1]. It is important to note that
SlimeMold decouples flow insertion from state replication; reli-
ability is maintained via asynchronous software backups on the
slow path. Consequently, these metrics strictly reflect the hardware
connection table’s insertion performance.

The measurement methodology for deletion operations follows
a similar approach. In contrast to insertion, deletion throughput
is lower, ranging from 0.587MOPS to 0.612MOPS, and exhibits a
slight upward trend as table occupancy increases. Deletion latency
measures approximately 36ms with large variance. The maximum
measured duration slightly exceeds the configured 50ms batch dele-
tion interval, as it includes the overhead required for scanning the
validity bitmap.

5.3 SlimeMold Failover

This section assesses the failover performance of SlimeMold in
handling a node failure event. We use a single flow with ping-pong
traffic between the client and the DIP to test SlimeMold’s failover
performance. We configure the segment-assignment algorithm to
assign the role of each physical node. Specifically, T1 works as
the entrance node. L1 holds the flow state as the state node. T2 is
the backup lookup node that forwards corresponding traffic to the
state backup node (L2). See Fig. 4 for the node type definition. The
original path is client-T1(entrance node)-L1(state node)-T2-DIP. If
L1 fails, SlimeMold detects failure by BFD and uses VRRP to change
the path to client-T1(entrance node)-L2-T2(backup lookup node)-
L2(state backup node)-T2-DIP. This detour adds one extra hop
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through T2, temporarily raising latency. Once notified of the state
node’s failure, the SlimeMold controller modifies lookup tables on
T1 to change the path to client-T1(entrance node)-L2(state backup
node)-T2-DIP—-client to fully recover from the failure. With this
setup, we expect similar network latency before failure and after
recovery. The latency should be slightly higher during failover.
We assume a 1024-node setting to emulate the controller latency
for lookup-table changes, which is 373ms (number from §5.4). We
employ the switch’s vendor-provided BFD implementation with
50ms heartbeat intervals and a master-down threshold of 3 missed
heartbeats.

The results of SlimeMold’s reaction to the failure of one node
are presented in Fig. 7. The recovery procedure has multiple stages.
At 178ms, the node fails and the packets from the client to the DIP
are lost. At 316ms, SlimeMold detects the state node failure and
forwards packets to its backup lookup node then to the flow state
backup node. The detour through the backup lookup node raises
the latency to 9.4us compared with 7.5us for direct redirection to
the state backup node. The service recovery time is 138ms. The
controller completes full recovery within 373ms after the failure is
detected, updating the lookup tables on T1 so that traffic bypasses
the detour and latency returns to initial levels. This suggests that
BFD-enhanced VRRP effectively minimizes service downtime, re-
ducing it by 72.85% in this case, with potential greater benefits in
larger SlimeMold topologies. Notably, BFD-enhanced VRRP could
accelerate failure response if implemented on the programmable
data-plane, albeit at the cost of additional system overhead.

5.4 SlimeMold Controller Performance

This subsection presents an evaluation of the controller’s scalability.
Since our focus is on the controller’s performance, our evaluation
employs a separate node to simulate all SlimeMold nodes by re-
turning a success signal upon receiving an instruction from the
controller. Essentially, this evaluation measures the time spent by
the controller and the associated communication costs. We varied
the number of nodes in powers of two within the range [32, 8192],
instructing the controller to manage K simultaneous node failures
(for K € {1, 8, 16}) followed by a load rebalancing process (aimed at
mitigating the suboptimal segment assignment resulting from node
failures) and recorded the time taken to complete each event. Each
configuration was executed 5 times, and the average and standard
deviation were calculated. The measured relative standard devia-
tions range from 1% to 5% for failure recovery and 2% to 7% for load
rebalancing, indicating stable results.
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The results are presented in Fig. 8. The figure indicates that the
controller performance cost exhibits an almost linear trend. The
peak completion time for the single-node failure event is 3.38s for
8192 nodes, transferring about 17MiB across all nodes, not per node,
for a node failure event. For K = 16 simultaneous failures, the peak
completion time increases to 5.47s, a ~ 62% increase, while the data
transfer volume grows proportionally. For the load rebalancing pro-
cess after a single-node failure, the peak appears at 2.98s for 8192
nodes, transferring only a small amount of data in total (less than
3KiB). After K = 16 failures, the rebalance time increases modestly
to 3.67s, since the rebalance data remains small regardless of K.
Breakdown analysis reveals that the most time-intensive actions
during the evaluation are the gRPC calls between the controller
and all nodes, which are necessary to relay table updates (account-
ing for over 95% of the total time). The time difference between
a single-node failure event and the load rebalancing procedure
is attributed to the different amounts of data transferred in total.
All other operations (core computation: segment reallocation and
backup selection) take less than 1ms. The results suggest that man-
aging SlimeMold data structures in a centralized controller is not a
time-consuming task, and future deployments can use advanced
technologies to optimize communication costs.

6 Performance at Large Scale

Due to limitations in hardware quantity, we implement a flow-level
simulator in C++ to evaluate SlimeMold at scale and to understand
the impact of various parameter settings on its performance. Specif-
ically, we ask four questions: (1) whether SlimeMold can efficiently
utilize available resources, (2) what hop-count cost its detour rout-
ing introduces, (3) how much overhead load rebalancing introduces,
and (4) whether our parameter choices are sound.

As stated in §3.1, bandwidth would not be a bottleneck in the data
center with SlimeMold deployed; thus, we can omit the network
topology and bandwidth. In the simulation, we assume that either
CPS or table resources can be the bottleneck, and treat the other as
infinite on all nodes. In the following, we use the term capacity to
represent the capacity of the bottleneck resource.

To generate a node-capacity configuration, we let each node
draw a sample from N(0, 1) and quantize it into 10 levels from 10%
to 100% of 1M capacity over [—30, 30] (covering 99.7% probability).
If the sample falls outside [-30, 30], the capacity is clamped to 10%
or 100%.

To generate traffic, we use a one-hour trace from a production
datacenter. As shown in Fig. 9, a small number of VIPs carry about
80% of connections, and the top 40% of VIPs have almost all flows.
In simulation, we generate 30K VIPs from 172.0.0.0/8 with traffic
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volumes conforming to this distribution; each flow uses a random
source IP from 192.0.0.0/8 with TCP to a fixed destination port 80.

6.1 CPS Scaling and Table Resource Efficiency

In our large-scale evaluation, we compare the performance of
SlimeMold with SilkRoad [28]. SilkRoad does not specify a detailed
algorithm for distributing VIPs across data-center nodes, especially
under heterogeneous capacity configurations. We adopt the First-
Fit-Decreasing algorithm [20] to solve the VIP-assignment problem,
and assume that SilkRoad can predict traffic load perfectly.

In simulation, we use the Fat-Tree topology with parameter
k = 64, which has 32 pods, 2048 ToR switches, 2048 Aggregation
switches, and 1024 Core switches. The total number of switches
in the topology is 5120. To generate VIP traffic, in addition to the
setup described in §6, we assume that the traffic within one VIP is
distributed evenly on each ToR.

Besides normal, we also evaluate SlimeMold and SilkRoad un-
der three other capacity distributions: uniform, log-normal, and
homogeneous. Uniform and log-normal use the same 10-level quan-
tization as normal, over [0, 1] and [exp(—30), exp(30)] respectively.
In the homogeneous distribution, all nodes are assigned the same
capacity.

We evaluate both the CPS bottleneck and connection table bot-
tleneck of SlimeMold. For the CPS bottleneck, since connections-
per-second is independent of service time distribution, we generate
connections one by one, route each through SlimeMold’s two-phase
routing to a state node, and stop when any node’s CPS count ex-
ceeds its capacity. For the table bottleneck, where concurrent con-
nections = 4 - E[S] depend on service time distribution S, we use
time-stepping simulation with Poisson arrivals and M/G/co depar-
tures. We derive the service-time distribution S from the DCTCP
workload [8]. Because both metrics yield consistent results, we
present only the CPS comparison here.

Fig. 10 compares SlimeMold and SilkRoad on Fat-Tree topolo-
gies with k € {2,4,..., 64} across four node-capacity distributions.
SlimeMold maintains efficiency above 98% regardless of distribu-
tion, confirming that its aggregate CPS scales linearly with cluster
size. In contrast, SilkRoad’s efficiency varies from 34% (uniform)
to almost 100% (homogeneous) because its VIP-level assignment is
sensitive to node heterogeneity. The gap is most pronounced under
heterogeneous distributions where SilkRoad’s First-Fit-Decreasing
heuristic cannot fully absorb capacity imbalance. Only under the
homogeneous case do the two systems converge, confirming that
the difference is driven by SlimeMold’s segment-level allocation,
which decouples VIP popularity from per-node capacity.
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6.2 Forwarding Overhead Evaluation

SlimeMold routes packets through an entrance node—the nearest
switch within scope—which then forwards to a state node for con-
nection lookup before reaching the DIP. This indirection intro-
duces a detour compared to a direct path from ingress to DIP. To
quantify this cost and compare it against server-based alterna-
tives, we measure the average hop count on three Fat-Tree topolo-
gies (k € {32,48, 64}, corresponding to 1,280, 2,880, and 5,120
switches) and one Leaf-Spine topology (L = 2048, S = 256, 2,304
switches). SlimeMold uses two-phase routing as described in §3.
We evaluate two scopes: tor+agg (ToR and Aggregation switches)
and tor+agg+core (all switches). Server-based LB (encompassing
both Tiara [34] and Maglev [13], which share the same forwarding
model) uses ECMP to select the nearest server, which performs
the connection lookup, then forwards the packet to the DIP. We
evaluate three deployment scales: 1-node (only a single lookup
server in one specific rack), half-pod (servers spread across half
the pods), and all-pod (servers spread across every pod). For each
topology we generate 10° random 5-tuple flows, and record the
hop count from the source ToR to the DIP’s ToR of each flow. Each
configuration is repeated 5 times with different random seeds; the
standard deviations are negligible (< 1% of the mean) and omitted
from the figure for clarity. The results are shown in Fig. 11.

On the k =64 Fat-Tree, SlimeMold (tor+agg) averages 6.94 hops
and tor+agg+core averages 6.35 hops. The server-based LB at all-
pod deployment averages 7.85 hops, and at 1-node deployment
9.94 hops. The gap persists across all Fat-Tree sizes (k =32: 6.87
vs. 7.70; k =48: 6.92 vs. 7.80). On the Leaf-Spine, SlimeMold (1eaf)
averages 4.00 hops and the server-based LB at all-pod also reaches
4.00 hops; including the spine switches in the scope (leaf+spine)
further reduces SlimeMold to 3.78 hops.

The key difference is where the lookup happens. In SlimeMold,
the state node is typically a ToR or Aggregation switch in another
pod (for cross-pod flows, the average distance to the state node
is ~ 4 hops on a k = 64 Fat-Tree). The packet traverses switch-
to-switch fabric links only; there is no server round-trip. In the
server-based LB, the lookup resides on a server connected to a
ToR: the packet must traverse a ToR-to-server link (+1 hop) for the
connection lookup, then return to the ToR (+1 hop) before reaching
the DIP. This +2 hop penalty is architectural and does not diminish
with deployment scale—at 64 pods the server-based LB achieves
its lowest switch-fabric hop count (5.85 hops), but the +2 overhead
brings the total to 7.85, still 0.91 hops above SlimeMold. On the
Leaf-Spine, the +2 penalty is offset by the shorter cross-leaf path (2
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Figure 12: Segment Affinity to Node Capacity Changes

hops), which is why the two systems converge at full deployment;
SlimeMold’s leaf+spine scope breaks the tie by expanding the
state distribution to include the spine layer.

Each additional switch-fabric hop adds approximately 1.2 us of
forwarding latency, as measured on our testbed. The hop-count dif-
ferences reported above therefore translate into forwarding latency
differences.

6.3 Segment Affinity During Rebalancing

SlimeMold rebalances GCT distribution when node changes occur.
SlimeMold aims to minimize the number of segments migrated to
reduce the migration overhead. In this section, we evaluate the
segment affinity of SlimeMold, and compare it with the Maglev
hashing algorithm [13]. The Maglev hashing algorithm described in
the original paper is only for homogeneous node capacity settings.
The paper only introduces a rough idea of how to extend it for
heterogeneous node settings. We implement a heterogeneity-aware
Maglev hashing algorithm.

We set the initial number of nodes to 1000. The number of seg-
ments is 262144, accordingly. We generate 1000 groups of node
capacity configurations. For each group, we randomly regenerate
the capacity configuration of 1 or 100 nodes to simulate node ca-
pacity changes. We use both the SlimeMold algorithm and Maglev
hashing to decide the new segment assignment. We measure the
number of migrated segments as the metric of segment affinity.

We find that Maglev always migrates many more segments than
SlimeMold does. We plot the ECDF of the number of segments
migrated by the two algorithms in Fig. 12 (SM for SlimeMold, M for
Maglev; (1) and (100) denote the number of nodes with a changed
capacity). SlimeMold ensures that only the necessary number of
segments is moved, representing an optimal scenario. In contrast,
Maglev moves 4.21x and 2.13x as many segments as the optimal
when changing 1 and 100 nodes, respectively. This difference arises
because Maglev recreates the entire assignment based on preference
rather than moving only the affected segments.

6.4 Rationale of Setting r

In this subsection, we provide the rationale for setting r in SlimeM-
old. Given r and a node count N, the number of segments is
2Me2("N)1 the smallest power of two > rN. We sweep r from
1 to 500. For each r, we evaluate 20 randomly chosen node counts
N from 100 to 1000. For each (r, N) pair, we run 100 simulations
with different random seeds under each of the three distributions
(uniform, normal, log-normal). For a given r, we first take the mini-
mum utilization across all seeds for each N, then take the minimum
across all N values. As shown in Fig. 13, utilization saturates at ap-
proximately r = 200 across all three distributions. Beyond this point,
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increasing r yields negligible improvement. This upper bound arises
from the inherent randomness of hash-based flow distribution. We
therefore set r = 200 as the default.

7 Related Work

This section discusses work related to global state in the switch data
plane, switch-centric distributed systems, and network functions
(NFs) on programmable switches.

Global NF States on Switch Data Plane. The management of
global NF state on servers is a well-explored area. However, because
of the superior processing capabilities of switches, researchers have
recently begun to handle these states on programmable switches.
SwiSh [35], NetChain [18], and P4xos [12] realize state coordination
protocols in the switch data plane to achieve reliable global NF
state on multiple switches. Unlike earlier research focusing on
reliability, SlimeMold aims first to expand state capacity with a
global perspective. Each node retains only a data segment and
is part of a mutual awareness framework. These techniques can
help improve Connection Table migration and role backup within
SlimeMold.

Switch-based Distributed System. Recently, there have been
many works on switch-based distributed systems. For example,
distributed machine learning [17, 25, 31] and key-value stores [19,
26] are at the application level, while NetRPC [36] and ExoPlane
[24] attempt to provide some general abstractions of such systems
to reduce user effort. Sirius [9] can achieve resource disaggregation
in stateful NFs. SlimeMold is another instance of a switch-based
distributed system and offers a new state management scheme in
the data plane to design such systems.

8 Conclusion

We presented SlimeMold, a scale-out HLB architecture that uni-
fies per-node state into a GCT and allocates load proportional to
node capacity through segment partitioning, capacity-aware assign-
ment, minimal-movement rebalancing, and low-overhead failover.
A Broadcom BCM56788 prototype shows linear scaling to four
logical nodes with minimal failover impact, and large-scale simula-
tions demonstrate >98% resource utilization across diverse capacity
distributions and traffic patterns. This work does not raise any
ethical issues.
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Appendices

A SlimeMold Fast Path

We now detail the essential functionalities and inherent capabilities
of the SlimeMold fast path. Figure 14 illustrates the functional
pipeline. Upon entering a SlimeMold node, the Packet Filter first
checks for a SlimeMold encapsulation header; if present, the header
is stripped. The Packet Filter then dispatches the packet to one
or more processing tables: the VIP Table, Lookup Table, Segment
Table, and Connection Table. Based on the filter’s selection and
subsequent table lookup results, the Packet Modifier executes the
appropriate actions, such as performing load balancing, forwarding
to the slow path on a miss, or encapsulating packets for inter-node
tunneling. Finally, the standard routing module determines the
egress port. Crucially, a SlimeMold node simultaneously operates
as a standard data center switch; non-LB traffic bypasses SlimeMold
modifications and is routed normally. The specific roles of each
module are detailed below:

Packet Filter. The Packet Filter determines the packet’s processing
path by inspecting the encapsulation status. If no SlimeMold header
is present, the packet is either entering the SlimeMold system for
the first time or is unrelated to load balancing; its disposition is
determined by the VIP Table. For encapsulated packets, the filter
decodes the SlimeMold header to identify the processing stage (e.g.,
LB forwarding or connection table insertion) and directs the packet
to the appropriate subsequent tables.

Connection Table. The Connection Table stores the VIP-to-DIP
mappings that constitute the core resource of SlimeMold, support-
ing query, insert, and delete operations. Packets flagged for lookup
trigger a query to check for existing states. Packets carrying a "DIP
insert’ directive trigger an insertion in the data plane. Connection
termination packets (e.g., TCP FIN) trigger entry deletion.

VIP Table. Data center VIPs are typically assigned within a unified
prefix range [13], allowing the VIP Table to be compact. SlimeMold
leverages standard Longest Prefix Matching (LPM) to efficiently
identify packets destined for VIPs announced by the node.
Lookup Table. The Lookup Table maps flow hash prefixes to the
IP address of the responsible SlimeMold node (next hop). Ideally, if
the destination is the local node, the Segment Table (see below) will
also register a hit, superseding the Lookup Table result to optimize
local processing.

Segment Table. A packet may arrive directly at the node that owns
its corresponding segment. The Segment Table tracks all locally
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owned segments. If both the VIP Table and Segment Table register
a hit, the node immediately processes the packet locally, avoiding
unnecessary forwarding or pipeline recirculation.

Packet Modifier. For unencapsulated packets, the Packet Modifier
performs actions only if there is a VIP Table hit. Packets designated
for Connection Table lookup are either processed for load balanc-
ing (on a hit) or redirected to the slow path (on a miss). Packets
carrying connection table insertion commands require no header
modification.

B Segment Allocation

Algorithm 1 details the segment allocation process.

Algorithm 1: Decide Number of Segments on All Nodes

Input: number of nodes N, nodes capacity configuration
{cn}le, number of segments N

Output: assigned number of segments s : [1, N] — [0, N;]

Calculate overall capacity C = 3}, cu;

Initialize s[1... N] to all zero;

Initialize number of left segments [ to Nj;

-

)

©w

foreach node n do
s[n] « Len/C X NsJ;
l—1-|c,/C %X Nsl;
7 end

(S

=N

o

Put all nodes in a priority queue Q;
while [ is not zero do
10 Pop the node n with the largest capacity from Q;

©

1 Assign one segment to the node n by letting
s[n] « s[n] + 1;

12 l—1-1;

13 end

14 Return s;

C Segment Rebalancing

Algorithm 2 details the process of segment rebalancing.

D Backup Node Selection
Algorithm 3 details the backup-node-selection procedure.
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Algorithm 2: Decide Migrated Segments

1

2

3

4

5

10

11

12

13

-

4

Input: number of nodes N, number of segments N, two
assigned number of segments {s}}V, {s2},
segment to node mapping M! : [1,N;] — [1, N]
corresponding to s!

Output: segment to node mapping M2 : [1, N;] — [1,N]

corresponding to s
Initialize §[1... N] to all zero;
foreach node n do

‘ 8[n] « s*[n] —s'[n];

end

Initialize M? as M!;

while § is not all zero do

Randomly choose a node n; with 6[n;] > 0;

Randomly choose a node n, with §[n;] < 0;

Randomly choose a segment seg_idx from those

assigned to node ny;

Migrate segment seg_idx from node n;, to node ny, and

change mapping M? by letting M?[seg_idx] « n;;

8[m] « o[m] -1

8[n2] « 8[n2] + 15

end

Return M?;

Algorithm 3: Backup Node Selection

1

[N}

Input: number of nodes N, number of segments Nj,
segment assignment M : [1, Ny] — [1, N], number
of backup plan P
Output: backup plan B : [1,N;] X [1,P] — [1,N]
Initialize backup plan B[1...Ng][1...P] to all None;
foreach node n do
foreach segment s whose M[s] = n do
Select P nodes ny, n, . .., np that currently serve as
backups for the fewest segments among all nodes
except node n;
Let s choose the P nodes as the backup, and
maintain B by letting B[s][i] =n; fori=1,...,P;

end
end
Return B;
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