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Microsoft Online Services Criminal Justice Information Services (CJIS) Customer Agreement for CJIS Covered Services
[bookmark: _GoBack]This Microsoft Online Services Criminal Justice Information Services (CJIS) Customer Agreement for Covered Services (“Agreement”) is entered into between the customer entity (“Enrolled Affiliate”) and Microsoft for the provision of Covered Services (as defined below). The parties agree that the Agreement applies to only the Enrolled Affiliate’s use of Covered Services and is subject to the Enrolled Affiliates adherence to its independent obligations pursuant to the CJIS Policy. Enrolled Affiliate is prohibited from using Covered Services in any way that violates the CJIS Policy.  Violation of the terms in this Agreement, or failure to adhere to any of the CJIS Policy (as defined below) requirements, may result in suspension of the Covered Service. Microsoft will suspend the Covered Service only to the extent reasonably necessary. However, because of the criminal justice implications associated with failure to adhere to the CJIS Policy requirements, Microsoft may not provide notice before suspending a Covered Service.
Defined Terms. 
The following definitions are used in this Agreement: 
“CJI” means Criminal Justice Information as that term is used in the CJIS Policy.  
“CJIS Management Agreement” means the signed agreement between Microsoft and the CSA which describes the commitments Microsoft and the CSA have made to comply with the CJIS Policy. 
 “CJIS Policy” means the current version of the Federal Bureau of Investigation’s Criminal Justice Information Services (CJIS) Policy.  The CJIS Policy in effect at the signing of this Agreement is, Version 5.7, dated 8/16/2018.  The most recent version of the CJIS Policy is available at https://www.fbi.gov/services/cjis/cjis-security-policy-resource-center.
“CJIS Security Addendum” means the CJIS Security Addendum included in Appendix H to the CJIS Policy.
“Customer Data” means all data, including all text, sound, video, or image files, and software, that are provided to Microsoft by, or on behalf of, the Enrolled Affiliate through use of the Covered Services, which may include but is not limited to CJI.
“Covered Services” means Services listed as in-scope at https://www.microsoft.com/en-us/trustcenter/Compliance/CJIS. Covered Services does not include: (a) Microsoft Dynamics 365 for supported devices (including but not limited to Microsoft Dynamics 365 services for tablets and/or smartphones); and (b) all separately-branded services made independently available with or in addition to Dynamics 365 Government.
“CSA” means the CJIS Systems Agency for the State that has entered into a CJIS Management Agreement with Microsoft.
 “End User” means an individual that accesses the Covered Services. 
“Security Incident” includes any unlawful access to any Customer Data stored on Microsoft’s equipment or in Microsoft’s facilities, or unauthorized access to such facilities or equipment resulting in loss, disclosure or alteration of Customer Data. 
“State” means the State, Commonwealth, or Territory in the United States in which Enrolled Affiliate is located or uses the Covered Services. 
Capitalized terms used but not defined in this Agreement will have the meanings provided in the CJIS Management Agreement or, if not defined in the CJIS Management Agreement, in the CJIS Policy. 
1. Microsoft Responsibilities and CJIS Security Addendum
Microsoft will support Enrolled Affiliate’s use of the Covered Services in compliance with the CJIS Policy only in CJIS-covered states.  Please refer to the following to determine if your state is a CJIS covered State https://www.microsoft.com/en-us/TrustCenter/Compliance/CJIS.  If a state or Covered Service is not listed on the Microsoft website, Microsoft does not have FBI CJIS coverage for that state or Covered Service.  Microsoft’s commitments as it relates to its Covered Services compliance with the CJIS Policy are described in the CJIS Management Agreement and subject to: (i) Enrolled Affiliates’ adherence to the terms of the CJIS Management Agreement; (ii) Enrolled Affiliates’ adoption of this Agreement; (iii) Enrolled Affiliates’ acceptance and incorporation of applicable state specific CJIS terms and conditions in this Agreement; and (iv) Enrolled Affiliates’ adherence to its independent obligations under the CJIS Policy.  Microsoft does not make any commitments to the Enrolled Affiliate other than are contained in this Agreement and the CJIS Management Agreement. 
In furtherance of the execution of the CJIS Management Agreement with the CSA, Microsoft provided the CSA with an executed CJIS Security Addendum Certification.  Without limiting the other provisions of this Agreement, Attachment 1 describes how Microsoft and Enrolled Affiliate will fulfill certain of their respective obligations under the CJIS Policy.
2. Enrolled Affiliate Responsibilities
2.1	Enrolled Affiliate is responsible for reviewing and establishing security practices consistent with the CJIS Management Agreement, including the CJIS Security Addendum contained therein.  Enrolled Affiliate will notify and obtain approval from the CSA, for use of the Covered Services to store or process CJI.  Prior to introducing CJI into the Covered Services Enrolled Affiliate will: (i) execute this Agreement; (ii) confirm with Enrolled Affiliate’s CSA that all state CJIS prerequisites are met; and (iii) fulfill all prerequisites established or required by either the CSA or the CJIS Management Agreement prior to introducing CJI into the Covered Services.
2.2	Enrolled Affiliate is responsible for obtaining all CJIS related documentation from the CSA including but not limited to the CJIS Management Agreement and the CJIS Security Addendum.  The CJIS Management Agreement also grants the CSA certain rights to audit Microsoft’s compliance with CJIS Policy, as described in Attachment 1 and the CJIS Management Agreement.  For avoidance of doubt, the Enrolled Affiliate has delegated all audit and inspection rights to the CSA.  Enrolled Affiliate will direct all requests for documentation, audits or requests for information to the CSA.  
2.3	Enrolled Affiliate acknowledges that the Covered Services utilized by Enrolled Affiliate enable End Users optionally to access and use a variety of additional resources, applications, or services that are (a) provided by third parties, or (b) provided by Microsoft subject to their own terms of use or privacy policies (collectively, for convenience, “add-ons”), as described in services documentation and/or in the portal through which Enrolled Affiliate’s administrator(s) will manage and configure the Covered Services.
2.4	Enrolled Affiliate is independently responsible to review Covered Services documentation, configure its systems, and adopt and implement such policies and practices for its End Users’ use of Covered Services, together with any add-ons, as Enrolled Affiliate determines are appropriate in order for Enrolled Affiliate to comply with the CJIS Policy or other legal or regulatory requirements applicable to Enrolled Affiliate and not generally applicable to Microsoft as an IT service provider.  Enrolled Affiliate represents that it has reviewed the documentation for the Covered Services and confirms that its Covered Services environment is prepared and appropriate for CJI.
2.5	Enrolled Affiliate acknowledges that only Covered Services will be delivered subject to the terms of this Agreement and the CJIS Management Agreement (inclusive of the CJIS Security Addendum) executed with the CSA. Processing and storage of CJI in other services is not supported.   Without limiting the foregoing, data that Enrolled Affiliate elects to provide to the Microsoft technical support organization, if any, or data provided by or on behalf of Enrolled Affiliate to Microsoft’s billing or commerce systems in connection with purchasing/ordering Covered Services, if any, is not subject to the provisions of this Agreement or the CJIS Management Agreement.
2.6	For clarity, Microsoft’s commitment to FBI CJIS background checks of Key Microsoft Personnel referenced in the CJIS Management Agreement refers to Microsoft’s personnel only and not Enrolled Affiliate’s personnel. If Enrolled Affiliate’s employees will have unencrypted access to CJI, then (1) Enrolled Affiliate shall disclose such to a government Customer in its government contract as required by law, regulations or the terms of the government solicitation and (2) Enrolled Affiliate is solely responsible for CJIS background checks of Enrolled Affiliate’s employees and shall not misrepresent Microsoft’s commitment to CJIS background checks as applicable to Enrolled Affiliate’s employees.
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Attachment 1 –– CJIS Policy Approach in Covered Services
This Attachment 1 describes how Microsoft and Enrolled Affiliate will fulfill certain of their obligations under the CJIS Policy in delivery and use of the Covered Services.
A. Considerations for Compliance with CJIS Security Policy
The Covered Services are cloud services operated in a standardized manner with features and processes common across multiple customers.  As part of Enrolled Affiliate’s preparation to use the services for CJI, Enrolled Affiliate should review applicable services documentation, including the CJIS Implementation Guidance document. Enrolled Affiliate’s compliance with the CJIS Policy will be dependent, in part, on Enrolled Affiliate’s configuration of the services and adoption and implementation of policies and practices for its End Users’ use of Covered Services as Enrolled Affiliate determines are appropriate in order for Enrolled Affiliate to comply with the CJIS Policy.
To facilitate scalable and effective delivery of the Covered Services to entities in the State that are qualified to purchase and use the Covered Services, such as Enrolled Affiliate, Enrolled Affiliate will rely upon the CSA to discharge certain requirements under the CJIS Policy on its behalf, and Microsoft will engage with the CSA if and as requested by the CSA, as set forth below. 
Microsoft and Enrolled Affiliate have agreed certain requirements of the CJIS Policy will be fulfilled as set forth in the remainder of this section A, with provisions numbered to conform to the section numbering in the CJIS Policy.
1. 5.2 Policy Area 2:  Security Awareness Training
Microsoft will supplement its existing security training program as required to meet the requirements of Section 5.2 of the CJIS Policy.  Required training will be delivered to personnel identified as in scope for CJIS Personnel Screening within six (6) months of the later of (1) the date the first customer in State who is a purchaser of Covered Services subject to this Agreement (or a similar Agreement executed by the applicable Enrolled Affiliate) notifies Microsoft it is introducing CJI into the Covered Services, or (2) the date the CSA notifies Microsoft that personnel have passed required personnel screening.  Microsoft will refresh training for in scope personnel on at least a biennial basis thereafter.
Microsoft will maintain training records, which will be available to the CSA upon written request.
2. 5.3 Policy Area 3: Incident Response
(a)	If Microsoft becomes aware of any Security Incident, Microsoft will promptly: (i) notify Enrolled Affiliate of the Security Incident; (ii) investigate the Security Incident and provide Enrolled Affiliate with detailed information about the Security Incident; and (iii) take reasonable steps to mitigate the effects and to minimize any damage resulting from the Security Incident.
(b)	Enrolled Affiliate agrees that:  
(i)	An unsuccessful Security Incident will not be subject to this Section. An unsuccessful Security Incident is one that results in no unauthorized access to Customer Data or to any Microsoft equipment or facilities storing Customer Data, and may include, without limitation, pings and other broadcast attacks on firewalls or edge servers, port scans, unsuccessful log-on attempts, denial of service attacks, packet sniffing (or other unauthorized access to traffic data that does not result in access beyond IP addresses or headers) or similar incidents; and 
(ii)	Microsoft’s obligation to report or respond to a Security Incident under this Section is not and will not be construed as an acknowledgement by Microsoft of any fault or liability with respect to the Security Incident.  
(c)	Notification(s) of Security Incidents, if any, will be delivered to one or more of Enrolled Affiliate’s administrators by any means Microsoft selects, including via email.  It is Enrolled Affiliate’s sole responsibility to ensure Enrolled Affiliate’s administrators maintain accurate contact information on the Online Services portal at all times.
(d)	Enrolled Affiliate acknowledges that effective investigation or mitigation of a Security Incident may be dependent upon information or services configurations within Enrolled Affiliate’s control.  Accordingly, compliance with CJIS Policy Incident Response requirements is a joint obligation of Microsoft and Enrolled Affiliate.  
(e)	Enrolled Affiliate will notify the CSA of a Security Incident if required under applicable requirements in State.
In the event Microsoft reasonably anticipates that a Security Incident may require legal action against involved individual(s) or where the Security Incident involves either civil or criminal action, Microsoft will conduct its investigative activities under guidance of legal staff and in accordance with applicable rules of evidence to the extent consistent with the primary incident response objectives of containing, resolving, and mitigating the impact of a Security Incident to customers including Enrolled Affiliate. 
3. 5.11 Policy Area 11:  Formal Audits
(a)	Audits by FBI CJIS Division.  In the event the FBI CJIS Division desires to perform an audit of the Covered Services, Microsoft will cooperate with such audit in good faith.  The FBI may be permitted to access Customer Data belonging to Enrolled Affiliate in connection with such audit, but not data belonging to other customers in the multi-tenant environment from which the Covered Services are delivered.  If the FBI identifies what it believes to be deficiencies in the Covered Services as a result of an audit, Microsoft is committed to working in good faith to resolve the FBI’s concerns through discussion and interaction between Microsoft, the CSA, and the FBI. Enrolled Affiliate is committed to working in good faith to assist in this process if and as requested.
(b)	Audits by Enrolled Affiliate.  In the event that Enrolled Affiliate desires to audit the Covered Services pursuant to the CJIS Policy, Enrolled Affiliate appoints the CSA to act on Enrolled Affiliate’s behalf to conduct such audit activities, and Enrolled Affiliate agrees to rely on the CSA for such purposes in full satisfaction of any Enrolled Affiliate right to audit the Covered Services.  Enrolled Affiliate agrees that it is not authorized to conduct an audit of Microsoft’s compliance with the CJIS Policy.  
Enrolled Affiliate acknowledges the CSA will exercise this right by attempting to satisfy its requirements for information via reference to Microsoft’s services documentation, including audit reports prepared by Microsoft’s qualified third-party auditors.  Along with other customers for the Covered Services, the CSA will be provided quarterly access to information generated by Microsoft’s regular monitoring of security, privacy, and operational controls in place to afford applicable customers an ongoing view into effectiveness of such controls, and the CSA may communicate with Microsoft subject matter experts. In the event the CSA reasonably determines this information is not sufficient for the CSA’s or Enrolled Affiliate’s audit objectives, then, upon the CSA’s written request, Microsoft will provide the CSA or its qualified third party auditor the opportunity to communicate with Microsoft’s auditor at the CSA’s or Enrolled Affiliate’s expense and, if required, a direct right to examine the Covered Services, including examination on premises. The CSA or its auditor may only access data belonging to Enrolled Affiliate or other entities in the State that have purchased the Covered Services and rely on the CSA for purposes of audit.  The Enrolled Affiliate will be responsible for Microsoft’s reasonable additional costs associated with such examination it appoints the CSA to perform, unless the CSA agrees to pay for such costs on Enrolled Affiliate’s behalf.  
(c)	Confidentiality of Audit Materials.  Information provided by Microsoft to the FBI CJIS Division or CSA in connection with audit activities will consist of highly confidential proprietary or trade secret information of Microsoft.  Microsoft may request reasonable assurances, written or otherwise, that information will be maintained as confidential and/or trade secret prior to providing such information to Enrolled Affiliate, and Enrolled Affiliate will ensure Microsoft’s audit materials, or report(s) created by Enrolled Affiliate based on a CSA audit of the Covered Services, are afforded the highest level of confidentiality available under applicable law.
4. 5.12 Policy Area 12: Personnel Security
(a)	Enrolled Affiliate appoints the CSA to perform, and will rely upon CSA’s completion of, personnel screening (i.e., background checks) for personnel in scope pursuant to Section 5.12 of the CJIS Policy.  Enrolled Affiliate is responsible to confirm directly with the CSA that such personnel screening as the CSA or Enrolled Affiliate determines is required has been completed prior to initial processing of CJI Data in the Covered Services. Microsoft will support centralized screening by the CSA on behalf of all agencies or entities in the State that onboard to the Covered Services. Adjudication by Enrolled Affiliate or other counties, cities, or other subdivisions or agencies of state government will not be permitted.
(i)	The CSA will define adjudication criteria for personnel screening for State.
(ii)	To facilitate personnel screening by the CSA, Microsoft will deliver to the CSA relevant information regarding personnel who may in the anticipated scope of their duties have logical or physical access to CJI in the Covered Services.
(iii)	It is not anticipated that the CSA will deliver to Enrolled Affiliate confidential personal information pertaining to Microsoft personnel.  However, if Enrolled Affiliate receives such confidential personal information it will be afforded the highest level of confidentiality available under applicable law.
(iv)	If Enrolled Affiliate elects to obtain services from Microsoft in addition to the Covered Services  (e.g. consulting services in connection with Enrolled Affiliates’ migration and onboarding to the Covered Services), such personnel will not be included in scope for personnel screening by the CSA unless separately agreed by Enrolled Affiliate, the CSA, and Microsoft.
(b)	 In the event the CSA approves a process under which a federal law enforcement agency or other suitable body conducts screening of personnel who have access to Customer Data in the Covered Services compliant with requirements of the CJIS Policy in lieu of CSA-conducted screening, Enrolled Affiliate will abide by the CSA’s approval of personnel screening being conducted in this manner.
(c)	Microsoft’s support of centralized screening by the CSA refers to Microsoft’s personnel only and not Enrolled Affiliate’s or CSA’s personnel. If Enrolled Affiliate’s employees will have unescorted access to unencrypted CJI (including those individuals with only physical or logical access to devices that store, process or transmit unencrypted CJI), then Enrolled Affiliate is independent responsible for implementing the controls outlined in the CJIS Policy Area 12 (CJIS Policy Section 2.15).  
(d)	Enrolled Affiliate is solely responsible for conducting CJIS Policy background checks of Enrolled Affiliate’s employees and shall not misrepresent Microsoft’s commitment to CJIS background checks as applicable to Enrolled Affiliate’s employees.
B. NCIC 2000 Operating Manual
Enrolled Affiliate acknowledges that the current NCIC 2000 Operating Manual consists of guidance and/or requirements for Enrolled Affiliate’s use of the Covered Services. In the event Enrolled Affiliate determines the NCIC 2000 Operating Manual imposes obligations with respect to the Covered Services that can, in Enrolled Affiliate’s opinion, only be satisfied via changes in the manner in which the Covered Services are operated or delivered to Enrolled Affiliate, Enrolled Affiliate may request that the CSA provide Microsoft with written notification of the specific changes it believes are required of Microsoft in order to enable Enrolled Affiliate’s compliance with the NCIC 2000 Operating Manual, and Microsoft agrees to consider any such request(s) relayed to Microsoft by the CSA in good faith.
C. Notices
Any notices in connection with the Covered Services will be delivered to Enrolled Affiliate by Microsoft. Enrolled Affiliate will determine whether these or any other notices regarding the Covered Services are required to be delivered to the FBI, CJIS Division, as contemplated in Section 6.05 of the Security Addendum and, if required, deliver such notices.
	CJISCustomerAgreement(WW)(ENG)(Sept2019)
	
	Page 1 of 2



	CJISCustomerAgreement(WW)(ENG)(Sept2019)
	
	Page 1 of 2



image1.jpeg




image2.jpeg
BB Microsoft Volume Licensing




