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Customer – Data Trustee Agreement
Note: The Customer-Data Trustee Agreement is a legally separate contract between Customer and Data Trustee. Microsoft is not a party to this agreement.
This agreement inclusive of the GDPR Annex (together “Data Trustee Agreement” or “Agreement”) is entered into between Data Trustee (defined below) and Customer for the limited purpose of memorializing Data Trustee’s obligations for the German Online Services.
Definitions
“Customer Data” means all data, including all text, sound, video, or image files, and software, that are provided to Microsoft and/or Data Trustee by, or on behalf of, Customer through use of the German Online Service.
“Data Trustee” is T-Systems International GmbH, Hahnstr. 43, 60528 Frankfurt, a subsidiary of Deutsche Telekom AG and headquartered in Frankfurt. Further details available at http://www.t-systems.com/compulsory-statement.
“General Data Protection Regulation” or “GDPR” means Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC.
“German Online Services” means Microsoft Azure Germany, Microsoft Office 365 Germany, and Microsoft Dynamics 365 Germany, as detailed and including any other Microsoft online services identified at https://aka.ms/german_terms for which Customer Data is hosted in German Data Centers.
“German Data Centers” means the data centers located in Germany from which the German Online Services are hosted and where access to equipment containing Customer Data is controlled and supervised by Data Trustee.
“Microsoft” means the Microsoft entity identified in the Microsoft Agreement and its affiliates.
“Microsoft Personnel” means Microsoft and its employees and contractors, excluding Data Trustee (and any successor to Data Trustee).
“Microsoft Agreement” means Customer’s volume licensing agreement with Microsoft, including the Online Services Terms (“OST”) and Supplement to the Online Services Terms for German Online Services (“OST Supplement”).
“Personal Data” means any information relating to an identified or identifiable natural person. An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.
Object, Scope, and Purpose of Data Processing by Data Trustee; Online Services Terms
[bookmark: _GoBack]Data Trustee is a data processor (or where Customer is itself the data processor, a sub-processor) acting on Customer’s behalf for the limited purpose of performing or supervising tasks that require personnel to access Customer Data or the infrastructure in which Customer Data resides. Such tasks will be performed or supervised by the Data Trustee, or else directly by Customer. Subject to the Data Trustee’s data processor role, Microsoft is the data processor (or where Customer is itself the data processor, the sub-processor) acting on Customer’s behalf in all other respects to provide the German Online Services as detailed in the Microsoft Agreement (which include Microsoft’s Service Level Agreements). For clarity, neither Data Trustee nor Microsoft is a data sub-processor to the other party.
Data subjects include the Customer’s representatives and end-users including employees, contractors, and customers of the Customer. Data subjects may also include individuals attempting to communicate or transfer personal information to users of the Online Services provided by Microsoft.
Use of Customer Data. Customer Data will be used only to provide Customer the German Online Services including purposes compatible with providing those services. Data Trustee will not use Customer Data or derive information from it for any advertising or similar commercial purposes. As between the parties, Customer retains all right, title and interest in and to Customer Data. Data Trustee acquires no rights in Customer Data, other than the right to use the Customer Data as necessary to perform its obligations under this Agreement.
Security Incident Notification. If in the performance of its obligations under this Agreement, Data Trustee becomes aware of a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to Customer Data or Personal Data while processed by Data Trustee (each a “Security Incident”), Data Trustee will coordinate with Microsoft to promptly and without undue delay (1) notify Customer of the Security Incident; (2) investigate the Security Incident and provide Customer with detailed information about the Security Incident; and (3) take reasonable steps to mitigate the effects and to minimize any damage resulting from the Security Incident.
Notification(s) of Security Incidents will be delivered to one or more of Customer’s administrators by any means Data Trustee selects, including via email. It is Customer’s sole responsibility to ensure Customer’s administrators maintain accurate contact information on each applicable German Online Services portal. Data Trustee’s obligation to report or respond to a Security Incident under this section is not an acknowledgement by Data Trustee of any fault or liability with respect to the Security Incident.
Data Trustee shall make reasonable efforts to assist Customer in fulfilling Customer’s obligation under GDPR Article 33 or other applicable law or regulation to notify the relevant supervisory authority and data subjects about such Security Incident.
Customer must notify Data Trustee promptly about any possible misuse of its accounts or authentication credentials or any security incident related to a German Online Service under the control of Data Trustee.
Customer Data Deletion. No more than 180 days after expiration or termination of Customer’s use of German Online Services, any Customer Data in Data Trustee’s possession will be deleted.
Customer Data Access. For the term of this Agreement, Data Trustee will, at its election and as necessary under applicable law implementing Article 12(b) of the EU Data Protection Directive, either: (1) provide Customer with the ability to correct, delete, or block Customer Data, or (2) make such corrections, deletions, or blockages on Customer’s behalf.
Certifications and Audits. Data Trustee will coordinate with Microsoft to provide that Data Trustee’s handling of Customer Data is subject to the data security policy, ISO standards and audits (including Customer’s rights with respect to such audits) applicable to the German Online Services. If Customer desires to change this instruction, then Customer has the right to do so as set forth in the GDPR, which change shall be requested in writing.
Security. Data Trustee is committed to helping protect the security of Customer’s information. Therefor Data Trustee has implemented and will maintain and follow appropriate technical and organizational measures, internal controls and information security procedures established by Microsoft. These measures, including the applicable standards on which the controls and information security procedures are based, are detailed in Microsoft’s Online Services Terms and intended to protect Customer Data against accidental, unauthorized or unlawful access, disclosure, alteration, loss, or destruction. Additionally, Data Trustee will control access to Customer Data as detailed in this Agreement.
Instructions. As data processor (or sub-processor), Data Trustee will only act upon Customer’s instructions. The Data Trustee Agreement is Customer’s complete and final instructions to Data Trustee for the processing of Customer Data. Any additional or alternate instructions must be agreed to in writing and is subject to approval by Microsoft and Data Trustee.
Records of Processing Activities. Data Trustee shall maintain all records required by Article 30(2) of the GDPR and, to the extent applicable to the processing of Personal Data on behalf of Customer, make them available to Customer upon request.
Data Protection Officer. The Data Trustee undertakes to appoint an independent, expert and reliable Data Protection Officer, insofar as this is required by the applicable law of the European Union or the member state to which Processor is subject.
GDPR. To the extent Data Trustee is a processor or sub-processor of Personal Data subject to the GDPR, the data processing terms herein and in the GDPR Annex govern that processing.
Access to Customer Data
Data Trustee alone controls access to Customer Data other than access initiated by Customer or Customer’s end users. Microsoft Personnel will not have access to Customer Data except:
(1) When such access is granted by Data Trustee for the limited purpose of Microsoft Personnel resolving a customer support incident or problem with the German Online Services or where such access is required for Microsoft to perform maintenance or improvements to the German Online Services. In those limited circumstances, Data Trustee will grant such access only for the duration necessary to resolve the issue. Data Trustee will monitor the access given and terminate the access when the issue is resolved.
or
(2) When such access is granted by Customer directly to Microsoft Personnel (for example, Customer sharing desktop with Microsoft support engineer or e-mailing Microsoft support engineer a file). Data Trustee has no obligation to control or monitor such access.
Other Access
In the event of an emergency that gives rise to imminent danger to persons or property at the data centers housing Customer Data, Data Trustee may grant access to emergency responders (e.g., police, ambulance personnel, fire fighters) solely as and for the time period reasonably necessary to respond to the emergency situation. Data Trustee will supervise the access by such responders to ensure it does not include access to Customer Data.
Microsoft may deploy anti-spam and anti-malware updates to the German Online Services without supervision of the Data Trustee, provided such updates do not provide Microsoft with access to Customer Data.
Disclosure of Customer Data
Data Trustee will not disclose Customer Data to third parties except (1) as Customer directs, (2) as described in this Data Trustee Agreement, or (3) as required by German law.
Data Trustee will not disclose Customer Data to law enforcement unless required by German law. If compelled to disclose Customer Data to law enforcement, then Data Trustee will promptly notify Customer and provide a copy of the demand unless legally prohibited from doing so.
Upon receipt of any other third party request for Customer Data (such as requests from Customer’s end users), Data Trustee will promptly notify Customer unless prohibited by German law. If Data Trustee is not required by law to disclose the Customer Data, Data Trustee will reject the request. If the request is valid and Data Trustee could be compelled to disclose the requested information, Data Trustee will ask the third party to request the Customer Data from Customer. If a data subject requests access to its data, Data Trustee will forward such request to the Customer.
Subject to the above, Data Trustee will not provide any third party: (1) direct, indirect, blanket or unfettered access to Customer Data; (2) the platform encryption keys used to secure Customer Data or the ability to break such encryption; or (3) any kind of access to Customer Data if Data Trustee is aware that such data is used for purposes other than those stated in the request.
In support of the above, Data Trustee may provide Customer’s basic contact information to the third party.
Location of Data Processing
All processing of Customer Data performed by Data Trustee shall take place within Germany.
Subcontractors and Affiliates
Data Trustee may not subcontract any portion of its processing of Customer Data without written approval by Customer.
Data Trustee may use the affiliates listed below for certain data processing tasks to which Customer hereby consents:
Deutsche Telekom Individual Solutions & Products GmbH
Address: Friedrich-Ebert-Allee 71-77, 53113 Bonn, Germany
T-Systems on site services GmbH (OS)
Address: Holzhauser Straße 4 – 8, 13509 Berlin, Germany
I.T.E.N.O.S. International Telecom Network Operation Services GmbH (ITENOS)
Address: Lievelingsweg 125, 53119 Bonn, Germany
T-Systems Multimedia Solutions GmbH (MMS)
Address: Riesaer Str. 5, 01129 Dresden, Germany
Deutsche Telekom Technischer Service GmbH (DTTS)
Address: Friedrich-Ebert-Allee 71-77, 53113 Bonn, Germany
Telekom Deutschland GmbH 
Address: Landgrabenweg 151, 53227 Bonn, Germany
Deutsche Telekom AG
Address: Friedrich-Ebert-Allee 140, 53113 Bonn, Germany 
Data Trustee remains responsible for the performance of such affiliates under this Agreement and will ensure such affiliates comply with all requirements herein, including processing Customer Data solely within Germany and subject to German law.
Compliance with Laws
Data Trustee personnel are obligated to maintain the security and secrecy of any Customer Data as provided in this Agreement, and this obligation continues even after their engagement ends.
Data Trustee will comply with all laws and regulations applicable to its part of the provision of the German Online Services. However, Data Trustee is not responsible for compliance with any laws or regulations applicable to Customer or Customer’s industry that are not generally applicable to Data Trustee. Data Trustee does not determine whether Customer Data includes information subject to any specific law or regulation.
Customer must comply with all laws and regulations applicable to its use of German Online Services, including laws related to privacy, data protection and other statutory confidentiality obligations. Customer is responsible for implementing and maintaining privacy protections and security measures for components that Customer provides or controls (such as within a Microsoft Azure customer’s virtual machine or application), and for determining whether the German Online Services are appropriate for storage and processing of information subject to any specific law or regulation.
Privacy Contact
The Data Trustee’s Data Protection Officer is:
Data Protection Officer: Dr. Claus Ulmer
E-mail: datenschutz@telekom.de
The privacy representative for Data Trustee can be reached at the following address:
Deutsche Telekom AG
Konzerndatenschutz / Group Privacy 
Konzernbeauftragter für den Datenschutz / CPO
Friedrich-Ebert-Allee 140
D-53113 Bonn, Germany
Term & Termination; Duration of Data Processing; Survival of Terms
This Data Trustee Agreement shall automatically terminate upon (1) any termination or expiration of Customer’s Microsoft Agreement or enrollment for German Online Services thereunder or (2) if Customer objects to the assignment to a replacement data trustee as specified in the Assignment provision below. Additionally, Data Trustee may terminate this Data Trustee Agreement with a notice period of 90 days if Data Trustee’s agreement with Microsoft is terminated and Data Trustee is no longer acting as Data Trustee.
Data Trustee’s obligations with respect to Customer Data in its possession shall remain in force until such Customer Data has been deleted.
Assignment; Change in Data Trustee
Customer may assign this Data Trustee Agreement to its affiliate only if (1) such assignment would be permitted by the assignment provision of its Microsoft Agreement, (2) Customer simultaneously assigns its Microsoft Agreement to the same affiliate, and (3) Customer provides notice in writing of the assignment. Any other assignment by Customer must be approved by Data Trustee and Microsoft in writing and is void if no such approval is obtained.
Data Trustee may assign this Agreement to a replacement Data Trustee by providing Customer with 90 days’ written notice of such assignment. If Customer objects to such assignment, Customer’s only remedy is to terminate this Data Trustee Agreement by providing written notice before the end of the 90-day period, in which event this Agreement will deemed terminated upon receipt by Data Trustee of such written notice. If Customer does not object to the assignment before the end of the 90-day period in accordance with the above terms, the assignment shall be deemed accepted and the Data Trustee Agreement shall remain in full force and effect with the replacement data trustee.
During the transition phase, the existing Data Trustee may grant limited, supervised access to the replacement Data Trustee as necessary for training the replacement Data Trustee in preparation for its assumption of the obligations under this Agreement.
Liability
(1) Data Trustee shall be liable to Customer solely in accordance with statutory laws:
a) for any damage caused by willful intent or gross negligence on the part of Data Trustee, its legal or vicarious agents;
b) in accordance with the Product Liability Act;
c) for damages arising from loss of life, bodily injury or damage to health caused by the Data Trustee, its legal or vicarious agents; and
d) in case Data Trustee is liable on grounds of a guarantee within the meaning of sections 434 and 443 of the German Civil Code ("Bürgerliches Gesetzbuch").
(2) Data Trustee shall not be liable in the event of slight negligence unless a significant contractual obligation has been violated whose fulfillment is a prerequisite for the proper performance of the Agreement or the infringement of which jeopardizes the achievement of the purpose of the Agreement, and upon whose compliance the customer can normally rely (Kardinalpflichten).
If Data Trustee is liable as set forth in this subsection (2), any property or pecuniary damage shall be limited to foreseeable damage that is typical for the Agreement. This shall also apply to lost profit and unachieved savings.
The liability as described in this Subsection (2) for property damage and pecuniary damage shall be limited to the lesser of (a) 250,000 EUR per damage event and 500,000 EUR for all damage arising from this Agreement and (b) the limitation of liability set forth in the Microsoft Agreement.
Liability as stipulated under Subsection (1) above shall remain unaffected by this subsection (2).
(3) Subsections (1) through (2) shall apply accordingly to claims for the reimbursement of expenses and any other liability and indemnification claims asserted by the customer against Data Trustee.
Applicable Law & Venue
The terms of this Data Trustee Agreement shall be governed by and construed in accordance with the laws of Germany. Any action to enforce this Data Trustee Agreement must be brought in Germany.
Notices
Notices will be treated as delivered on the date shown on the return receipt or on the courier confirmation of delivery. Notices, authorizations, and requests in connection with this Data Trustee Agreement must be sent by regular or overnight mail or express courier to the Data Trustee at:
T-Systems International GmbH
Digital Division
CPPE / Microsoft – Postfach 29
Fasanenweg 5 
70771 Leinfelden-Echterdingen
Germany
Copies of all notices must also be sent to:
Microsoft Corporation
Legal and Corporate Affairs
Volume Licensing Group
One Microsoft Way
Redmond, WA 98052
USA
Entire Agreement; Modifications
This Data Trustee Agreement is the entire agreement concerning its subject matter and supersedes any prior or concurrent communications. Any modification to this Data Trustee Agreement must be approved in writing by Microsoft, Data Trustee, and Customer.
Signature of this Data Trustee Agreement
This Data Trustee Agreement is executed between:
Customer, as identified below
and
T-Systems International GmbH
Hahnstraße 43d
60528 Frankfurt a.M.
Germany
Customer is responsible and should determine whether the data protection law or other laws applicable to Customer (e.g., German data protection law) requires the written form of this Data Trustee Agreement.
Where it does, Customer should print a copy of this Agreement and without making modifications, sign it below, and return to:
Microsoft Deutschland GmbH
Attention: Microsoft Cloud Germany
Walter-Gropius-Straße 5
80807 München
Germany
Alternatively, where permitted, the parties (or their authorized representatives) may execute through electronic consent.

Optional signature of Customer: 	
Name of Entity (legal entity name): 		
Printed First and Last Name: 		
Printed Title: 		
Signature Date: 		
Phone: 		
E-Mail: 		
Address: 		
               		

Optional signature on behalf of Data Trustee: 	
T-Systems International GmbH
Hahnstraße 43d 
60528 Frankfurt a.M.
Germany
Printed First and Last Name: 		
Company*: 		
*where company other than Data Trustee is authorized to sign on Data Trustee’s behalf
Printed Title: 		
Signature Date: 		


GDPR Annex to Attachment 1
Data Trustee makes the commitments in these GDPR terms, to all customers effective May 25, 2018.
These GDPR terms apply to the processing of Personal Data, within the scope of the GDPR, by Data Trustee on behalf of Customer. These GDPR terms do not limit or reduce any data protection commitments Data Trustee makes to Customer in the agreement between Data Trustee and Customer. These GDPR terms do not apply where Data Trustee is a controller of Personal Data.
Relevant GDPR Obligations: Articles 28, 32, and 33
1. Data Trustee shall not engage another processor without prior specific or general written authorization of Customer. In the case of general written authorization, Data Trustee shall inform Customer of any intended changes concerning the addition or replacement of other processors, thereby giving Customer the opportunity to object to such changes. (Article 28(2))
2. Processing by Data Trustee shall be governed by these GDPR terms under European Union (hereafter “Union”) or Member State law and are binding on Data Trustee with regard to Customer. The subject-matter and duration of the processing, the nature and purpose of the processing, the type of Personal Data, the categories of data subjects and the obligations and rights of the Customer are set forth in the Customer’s agreements with Microsoft (a separate data processor) and with Data Trustee, including these GDPR terms. In particular, Data Trustee in coordination with Microsoft shall: 
(a) process the Personal Data only on documented instructions from Customer unless required to do so by Union or Member State law to which Data Trustee is subject; in such a case, Data Trustee shall inform Customer of that legal requirement before processing, unless that law prohibits such information on important grounds of public interest; 
(b) ensure that persons authorized to process the Personal Data have committed themselves to confidentiality or are under an appropriate statutory obligation of confidentiality; 
(c) take all measures required pursuant to Article 32 of the GDPR; 
(d) respect the conditions referred to in paragraphs 1 and 3 for engaging another processor; 
(e) taking into account the nature of the processing, assist Customer by appropriate technical and organizational measures, insofar as this is possible, for the fulfilment of the Customer’s obligation to respond to requests for exercising the data subject's rights laid down in Chapter III of the GDPR; 
(f) assist Customer in ensuring compliance with the obligations pursuant to Articles 32 to 36 of the GDPR, taking into account the nature of processing and the information available to Data Trustee;
(g) at the choice of Customer, delete or return all the Personal Data to Customer after the end of the provision of services relating to processing, and delete existing copies unless Union or Member State law requires storage of the Personal Data; 
(h) make available to Customer all information necessary to demonstrate compliance with the obligations laid down in Article 28 of the GDPR and allow for and contribute to audits, including inspections, conducted by Customer or another auditor mandated by Customer. 
Data Trustee shall immediately inform Customer if, in its opinion, an instruction infringes the GDPR or other Union or Member State data protection provisions. (Article 28(3))
3. Where Data Trustee engages another processor for carrying out specific processing activities on behalf of Customer, the same data protection obligations as set out in these GDPR terms shall be imposed on that other processor by way of a contract or other legal act under Union or Member State law, in particular providing sufficient guarantees to implement appropriate technical and organizational measures in such a manner that the processing will meet the requirements of the GDPR. Where that other processor fails to fulfil its data protection obligations, Data Trustee shall remain fully liable to the Customer for the performance of that other processor's obligations. (Article 28(4))
4. Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, Customer and Data Trustee shall implement appropriate technical and organizational measures to ensure a level of security appropriate to the risk, including inter alia as appropriate: 
(a) the pseudonymization and encryption of Personal Data; 
(b) the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services; 
(c) the ability to restore the availability and access to Personal Data in a timely manner in the event of a physical or technical incident; and
(d) a process for regularly testing, assessing and evaluating the effectiveness of technical and organizational measures for ensuring the security of the processing. (Article 32(1))
5. In assessing the appropriate level of security, account shall be taken of the risks that are presented by processing, in particular from accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to Personal Data transmitted, stored or otherwise processed. (Article 32(2))
6. Customer and Data Trustee shall take steps to ensure that any natural person acting under the authority of Customer or Data Trustee who has access to Personal Data does not process them except on instructions from Customer, unless he or she is required to do so by Union or Member State law. (Article 32(4))
7. Data Trustee shall coordinate with Microsoft to notify Customer without undue delay after becoming aware of a personal data breach. (Article 33(2)). Such notification will include that information a processor must provide to a controller under Article 33(3) to the extent such information is reasonably available to Data Trustee as detailed in the Security Incident Notification section of this agreement.
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